
MARK R. WARNER 
.YJAGINIA 

Ms. Joyce K. Frank 

1initrd ~tetrs ~cnetr 
WASHINGTON, DC 20510-4606 

March 14, 2014 

Office of Congressional and Intergovennental Relations 
Environmental Protection Agency 
1200 Pennsylvania Avenue, NW 
Room 3426 ARN 
Washington, DC 20460 

Dear Ms. Frank, 

COMM ITIEES: 

FINANCE 

BANKING, HOUSING, AND 
URBAN AFFAIRS 

BUDGET 

INTELLIGENCE 

RULES AND ADMINISTRATION 

I have recently been contacted by Mrs. ~~ - of Deltaville, Virginia 
and M,. w~ . of Fort Belvoir, Virginia. Attached plea~e tind copies of their 
correspondence. 1 would appreciate it if you could look into this matter and provide me 
with an appropriate response. Thank you. 

MRW/lm 
Enclosures 

Sincerely, 

1/1/.J.. f I)~ 
MARK R. WARNER 
United States Senator 

http://warner.senate.gov 

PRINTED ON RECYCLED PAPER 



.. ,, 

Date: 1/2/2014 
Senator Warner, 

Mr.~ 

Will convicted EPA employee John Beale, who committed a crime against the American public, receive 
full pension and retirement benefits? 



-· .. 

NIA 

NIA 

... l I. 1 

,_ 
farmerbluec:msn.~om 
sambonluck@yahoo.com 
oleblue4@gmail.com 
sambon@doglover.com 
sambon@animail.net 
famerblue@msn.com 

Date: 1/2/20 14 
EPA- JOHN BEALE FIASCO ..... 

Mrs 

- ""''""',. .. 
/ )J I 

Frankly, I don't think this is a laughing matter -like the comedians out here seem to think. The fact that 
this happened with the EPA - leads me to believe that not only was Bush thinking this Agency is a JOKE 
- but, SADLY - OBAMA DOES TOO. Exactly what is going on in DC - ALL of you are becoming a 
SAD JOKE!!!! 

Come on - this has been going on since 2000! 

A very sad day for this Country - and THE PLANET!!! 



UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 

WASHINGTON, D.C. 20460 

The Honorable Mark R. Warner 
United States Senate 
Washington, DC 20510 

Dear Senator W amer: 

OFFICE Of 
ADMINISTRATION 
AND RESOURCES 

MANAGEMENT 

Thank you for your letter of March 14, 2014, to the U.S. Environmental Protection Agency 
expressing concerns from a constituent about the receipt of a federal pension by former EPA 
employee and convicted felon, John Beale. The EPA's Administrator has asked that I respond to 
your inquiry. 

Mr. Beale retired from the agency in April 2013 prior to charges filed by the US Attorney for the 
District of Columbia and his ultimate conviction in September 2013. In the aftermath of the 
conviction of Mr. Beale, the agency did explore what, if any, opportunities existed to prevent 
receipt of his federal annuity. 

The Office of Personnel Management governs matters involving federal annuities. According to 
OPM regulations contained in 5 CFR Section 8312, an employee is entitled to his annuity unless 
convicted of one of several offenses directly related to treason or espionage. While the 
government could not cancel Mr. Beale's annuity due to his fraud, he has repaid to the U.S. 
Treasury nearly $900,000 and forfeited over $500,000 to the taxpayers as an additional penalty. 
The EPA is also continuing to work to recover money from Mr. Beale for the periods not 
addressed by his plea agreement. 

Again, thank you for your letter. If you have further questions, please contact me or your staff 
may contact Ms. Christina Moody in the EPA's Office of Congressional and Intergovernmental 
Relations at moody.christina@epa.gov or (202) 564-0260. 

Sincerely, / 

/'-- /ft'.,L 
Cra( E. Hooks 
Assistant Administrator 

Internet Address {URL) • http:l/www epa.gov 
Rocyclod/Recyclable • Printed w1th Vegetable Oil Based Inks on 100% Pos!consumer, Process Chlor:ne Free Recycled Paper 



MARK R. WARNER 
~IAGINIA 

Ms. Joyce K. Frank 

/fb ltf-o{J()- tz~ 

tlnitcd ~tatcs ~cnatc 
WASHINGTON, DC 20510-4606 

March 31, 2014 

Office of Congressional and Intergovermental Relations 
Environmental Protection Agency 
1200 Pennsylvania Avenue, NW 
Room 3426 ARN 
Washington, DC 20460 

Dear Ms. Frank, 

COMMITTEES' 

FINANCE 

BANKING, HOUSING, AND 
URBAN AFFAIRS 

BUDGET 

INTELLIGENCE 

RULES AND ADMINISTRATION 

I have recently been contacted by . ~~ · .~ 'Jf Harrisonburg, Virginia. 
Attached please find a copy ofthat correspondence. I wou,.,. appreciate it if you could 
look into this matter and provide me with an appropriate response. Thank you. 

MRW/lm 
Enclosure 

Sincerely, 

/lt(4 f AJ~ 
MARK R. WARNER 
United States Senator 

http://warner.senate.gov 

PAIN TEO ON RE CYCLED PAPER 



Mr. · 

Date: 2/24/2014 
EPA Region 2 Administrator Judith Enck has been found using her private email account to 

communicate to environmental activists about securing government funding, getting meetings with high­
level officials and attending events. 

This is against the rules of the EPA and is a way to avoid transparency requirements of the agency. 

Judith Enck should be terminated as a government employee immediately. 

~-
Hamsonourg, VA 



UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 

WASHINGTON, D.C 20460 

OCT 1 4 2014 
OFIICE OF CONGRESSIONAL 

AND INTERGOVERNMENTAL RE:LA liONS 

The Honorable Mark R. Warner 
United States Senate 
Washington, D.C. 205 10 

Dear Senator Warner: 

Thank you for your March 31, 2014. 1cttcr on behalf of Mr. ~ [Harrisonburg, Virginia 
regarding the use of a personal email account by EPA Region 2 Auaa"""'trator Judi th A. Enck. 

Your constituent may be interested in rev iewing the enclosed U.S. Environmental Protection Agency 
Office of Inspector General (OIG) aud it report, Congressionally Requested inquiry Into the EPA's Use 
of Privale and Alias Email Accounts (Report No. 13-P-0433 ). This audit was the result of a 
congressional request made by the U.S. House of Representatives Committee on Science, Space, and 
Technology. 

The OJG "found no ev idence that the EPA used, promoted or encouraged the usc or private ' non­
governmental' email accounts to circumvent records management responsibili ties or reprimanded, 
counseled or took administrative actions against personnel fo r using private emai l or ali as accounts for 
cunducting of1icial government business.'' 

If you have further questi ons. please contact me. or your staff may contact Tom Dickerson in my office 
ut g ickcrso QJL> !]1 (i:l !epu.g~)i_ or (202) 564-36.38 . 

Laura Vaught 
Assoc iate Administrator 

Enclosure 

Internet Address (URL) • http:f/www.epa.gov 
Recycled/Recyclable • Printed with Vegetable Oil Based Inks on Recycled Paper (Minim um 50% Postconsumer content) 



Scan th1s mobile 
code to learn more 
about the EPA OIG 

U.S. ENVIRONMENTAL PROTECTION AGEN CY 

OFFICE OF INSPECTOR GENERAL 

Congressionally Requested 
Inquiry Into the EPA's Use of 
Private and Alias Email Accounts 

Report No. 13-P-0433 September 26 , 2013 



Report Contributo rs: Rudolph M. Rrevard 
Michael Goode 
EricK. Jackson Jr. 
Teresa Richardson 
Gina Ross 
Sabrena Stewmt 

Abbreviations 

CFR 
EPA 
GAO 
NARA 
NRPM 
OIG 
OMB 

Code of Federal Regu lations 
U.S. F.nvironmental Protection Agency 
U.S. Government Accountability Office 
National Archives and Records Administration 
National Records Management Program 
Office of 1 nspector General 
Ollice of Management and Budget 

Hotline 
To report fraud, waste, or abuse, contact us through one of the following methods: 

email: 
phone: 
fax: 
online: 

OIG Hotl1ne@epa gov 
1-888-546-87 40 
202-566-2599 
http //www.epa gov/oig/hothne htm 

write: EPA Inspector General Hotline 
1200 Pennsylvania Avenuer. NW 
Mailcode ~431T 
Washington, DC 2046 



U.S. Environmental Protection Agency 
Office of Inspector General 13-P-0433 

September 26. 2013 

At a Glance 
Why We Did This Review 

vve conduQt~ this audit in 
response to a request by the 
U.S. House of Representatives 
Committee on Science, Space, · 
and Technology for information 
about the U.S. Environmental 
Protection Agency's (EPA's) 
practices when using private and 
alias email accounts to conduct 
offici@! business. 

The EPA's records management 
program is managed through the 
agency's National Records 
Management Program. The 
agency's records officer, located 
within the Office of 
Environmental Information, 
rs responsible for leading the 
program in accordance with EPA 
policy. procedures. and federal 
statutes and regulations. 

This report addresses the · 
following EPA theme: 

• Embracing EPA as a high 
performing organization. 

For further Information, 
contact our public affairs 
office at (202) 566-2391. 

The full report is at 
www .epa.gov/oig/reports/2013/ 
20130926-13-P-0433.pdf 

Congressionally Requested Inquiry Into the EPA 's 
Use of Private and Alias Email Accounts 

What We Found 

We found no evidence that the EPA used, promoted or encouraged the use of private 
"non-governmental" email accounts to circumvent records management 
responsrbrlrtres or reprimanded .counseled or took administrative actions against 
personnel for usrng prrvate emarl or alras accounts for conducting official government 
busrn ess. EPA senior officials said they were aware of the agency records 
management policies and, based only on discussions with these senior officials, the 
OIG found no evidence that these individuals had used private email to circumvent 
federal recordkeeping responsibilities . 

The previous EPA Administrator and the then Acting EPA Administrator who fo llowed 
were issued two EPA email accounts. One account was made avai lable to the public 
to communicate with the EPA Administrator and the other was used to communicate 
internally with EPA personnel This was the common practice for previous 
Administrators . The practice is widely used within the agency and is not limited to 
senior EPA officials. These secondary EPA email accounts present risks to records 
management efforts if they are not searched to preserve federal records . 

The agency recognizes it is not practica l to completely eliminate the use of private 
email accounts . However. the agency had not provided guidance on preserving 
records from private email accounts The EPA has not implemented oversight 
processes to ensure locations provide consistent and regular training on records 
management responsibilities, and employees complete available tra ining on the ir 
delegated National Records Management Program duties. Inconsistencies in 
employee out-processing procedures pose risks that federal records are not identified 
and preserved before an employee departs the agency. EPA also lacks an automated 
tool to create federal records from rts new email system . 

Recommendations and Planned Agency Corrective Actions 

We recommend that the assistant administrator for the Office of Environmental 
Information develop and rmplement oversight processes to update agency guidance 
on the use of private email accounts, train employees and contractors on records 
management responsibilities , strengthen relationships between federal records 
preservation and employee out processing , and deliver a system to create federal 
records from the new system. The EPA concurred with many of our 
recommendations but did ask that we clarify aspects of two findings. The agency has 
either completed recommended actions or plans to take corrective act ions to address 
our findings . 

Noteworth Achievements 

EPA created a records policy to provide guidance to personnel regarding roles and 
responsibi lities for records management . In fiscal year 2009. the EPA declared 
electronic content management an agency- level weakness. In its fiscal year 2012 
Agency Financial Report, the EPA cited as part of its corrective action plan that it 
launched two pilot projects to evaluate tools for eDiscovery and the management of 
email records . Over the past 4 years , the EPA has taken various actions to close out 
this agency-level weakness . 



MEMORANDUM 

UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 
WASHINGTON. DC 20460 

September 26, 20 13 

SuBJECT: Congressionally Requested Inquiry Into the EPA's Use of 
Private and Alias Email Accounts 
Report No. 13-P-0433 

FROM: Arthur A. Elkins Jr. tf!;tt.r rJ '%/;-[ 

THE INSPECTOR GENERAL 

TO: Renee Wynn, Acting Assistant Administrator and Chief Information Officer 
Office of Environmental In formation 

This is our report on the subject audit conducted by the Office of Inspector General (OJG) of the 
U.S. Environmental Protection Agency (EPA). This report contains findings that describe the problems 
the OIG identified and the corrective actions the OIG recommends. This report represents the opinion of 
the OIG and does not necessarily represent the final EPA position. 

Action Required 

The EPA agreed with all five of our recommendations. The agency completed agreed-upon corrective 
actions associated with recommendations I and 2 and the OIG considers these recommendations closed. 
Recommendations 3 through 5 are considered open with agreed-upon corrective actions pending. 
We accept EPA's response and planned corrective actions and no further response is needed. 

If you or your staff have any questions regarding this report, please contact Richard Eyerrnann, the acting 
assistant inspector general for the Office of Audit, at (202) 566-0565 or eyermann.richard1Glepa.gov; or 
Rudolph Brevard , director for Information Resources Management Audits, at (202) 566-0893 or 
brcvan.l .rudv·'ll epa.gov. 
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Use of Private and Alias Email Accounts 
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Purpose 

Chapter 1 
Introduction 

We conducted this audit in response to a U.S. House of Representatives 
Committee on Science, pace, and Technology request for information about 
whether the U.S. Environmental Protection Agency (EPA) follows applicable 
laws and regulations when using private and alias email accounts to conduct 
official business . Specifically, in response to the committee's request, the Ofticc 
of the inspector General (OIG) sought to determine whether the EPA: 

• Promoted or encouraged the use of private or alias emai l accounts to 
conduct official government business. 

• Reprimanded, counseled, or took administrative actions against any 
employees using private or alias email accounts. 

• Established and implemented email records management policies and 
procedures for collecting, maintaining and accessing records created from 
any private or alias email accounts. 

• Provided adequate training to employees concerning the use of private or 
alias emai l accounts to conduct official government bus iness. 

• Established and implemented oversight processes to ensure employees 
comply with federal records management requirements pertaining to 
electron ic records from private or alias email accounts. 

Background 

13-P-0433 

National Archives and Records Administration 

The National Archives and Records Administration (NARJ\) is responsible for 
overseeing agencies ' adequacy of documentation and records disposition 
programs and practices. NARA issues regulations and provides guidance and 
assistance to federal agencies on ensuring adequate and proper documentation of 
the organization, functions, po licies, decision. procedures and essential 
transactions of the federal govemment; and ensuring proper records disposition. 
including standards for improving the management of records. 

Private and Alias Email 

Private email accounts for the purposes of this review are defined as any 
non- ''.gov" email addresses used to conduct EPA business. Alias email is defined 
as a secondary ·'epa.gov'· account used to conduct EPA business. EPA stated that 



alias email accounts have been used by prior EPA Administrators given the large 
volume ofcmails sent to their public EPA accounts. 

Agency Record Management 

The EPA manages its official records through its Nationa l Records Management 
Program (NRMP). The Office of Information Collection within the EPA ·s Office 
of Environmental Information oversees the NRMP. The aoencv records officer is 

0 ' 
responsible for leading the NRMP in accordance with the EPA policy, 
procedures, and federal statutes and regu lations. The agency records management 
program lists the following as the agency records officer's responsibilit ies: 

• Developing an overa ll records management strategy. 

• Producing and updati ng EPA records management policies. procedures. 
standards and guidance. 

• Cooperating with other units in developing policies and guidance on the 
application of technology to records management. 

• Conducting special ized br iefings on records management. 
• Assisting records programs across the agency with advice and technica l 

expertise . 

Noteworthy Achievements 

13-P-0433 

The EPA took steps to improve its records management practices. For example. 
the EPA created a records po licy to provide guidance to personnel on the roles 
and n:sponsibilities pertaining to records management. In addition, in fiscal year 
2009. the EPA declared e lectronic content management an agency-level 
weakness. In its fisca l year 20 12 Agency Financial Report, the EPA stated that it 
has either completed or initiated the following corrective actions to address this 
agency-level weakness: 

• Established a new Q uality Information Council Electronic Content 
Subcommittee. 

• Dt:veloped a charter for the subcommi ttee . 
• Established two enterprise-wide workgroups under the subcommittee . 
• Developed interim procedures to address the storage and preservation of 

electronically stored information. 

• Launched two pilot projects to evaluate tools for eDiscovery and the 
management of email records. The results of the pilot projects will be used to 
inform the subcommittee's decis ions on future policy or tool implementation. 

The agency has also stated that it will develop a validation strategy to assess the 
effectiveness of various activities undertaken to redress the identified weakness. 
The validation strategy will consist of processes that allow the agency to review 
and determine whether policies and too ls are being implemented and utilized. 

2 



Scope and Methodology 

13-P-0433 

We conducted this audit from December 2012 to Jun~ 2013. We performed this 
audit in accord:.mce with generally accepted governm~nt auditing standards. 
Those standards require that we plan and perform the audit to obtain sufficient 
and appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on th~.: audit objectives. 

To obtain a broad understanding of EPA officials records management 
responsibilities, we reviewed agency records management policies and procedures; 
the Code of Federal Regulations (CFR) in 36 CFR Chapter XII- National Archives 
and Records Administration; Office and Management Budget (OMB) Circular 
A-123. Management's Responsibilities for Internal Control; and OMB Circular 
A-130, ManaKement o_( Federal Information Resources. 

We met with the then Acting EPA Administrator (currently the Deputy 
Administrator), staff and officials from the Office of the Administrator, officials 
from the Office of General Counsel, and appointed or acting assistant and 
regional administrators from the following program and regional offices, to gather 
an understanding of their background and experience with federal records 
requirements: 

• Office of Environmental Information 
• Office of Air and Radiation 
• Office of [nternational and Tribal Affairs 
• Oflice of Research and Development 
• Office of Chemical Sa fcty and Pollution Prevention 
• Region 2, New York. New York 
• Region 3. Philadelphia, Pennsylvania 
• Region 6, Dallas, Texas 
• Region 8, Denver. Colorado 
• Region 9, San Francisco, California 

We met with offices' information management officers. senior information 
officials. regional records officers , records liaison officers. email administrators, 
human resource directors, and Freedom of Information Act officers responsible 
for implemt'nting and complying with the EPA federal records guidance. We also 
met with the EPA representative responsible for the direct oversight of the 
agency 's NRMP regarding that oversight and to obtain an understanding of the 
implemented internal controls around EPA's ability to maintain electronic records 
and other records management practices. 

We also met with the former Region 8 regional administrator to gain his 
perspective on what EPA could do to strengthen its electronic records 
management practices. We requested interviews with the most recent former 
EPA Administrator and general counsel to gain their perspective on the agency's 

3 
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records management practices. We did not receive a response from these lwo 
former employees on our requests for interviews. 

We followed up on the status of r~commendations made by the U.S. Government 
Accountability Office (GAO) in its report National Archives and Selected 
Agencies Need to Strengthen Email Management (GA0-08-742), issued 
June 2008. The report recommended that the EPA : 

• Revise the agency's policies to ensure that they appropriately reflect 
NARA 's requirement on instructing staff on the management and 
preservation of emai l messages sent or received from nongovernmental 
email systems. 

• Develop and apply oversight practices. such as reviews and monitoring of 
records management training and practices. that are adequate to ensure 
that policies are effective and staff are adequately trained and 
implementing policies appropriately. 

The GAO noted that the EPA was in the process of improving the implementation 
of its electronic content management system in order to collect federal records 
within the agency's email system. 

4 



Chapter 2 
The EPA's Use of Private and Alias Email Accounts 

The EPA lacks intemal controls to ensure the idcntitication and preservation of 
records when using private and alias email accounts for conducting government 
business . The agency lacks controls to ensure agency employees and contractors 
are trained on the records management responsibilities and a process to create 
records from its new email system. Federal guidance issued by NARA requires 
agencies to appropriately identify and preserve records for its decisions. Federal 
guidance also specifies records management training requirements as well as the 
requirements when using automated systems to preserve email records. The 
v..eaknesses noted occurred because the EPA had not created records management 
policies and procedures for private email account usage, and had not conducted 
oversight to ensure employees and contractors were provided consistent and 
regular training on records management responsibi I ities. Further. the EPA lacks 
controls to ensure out-processing procedures identify potential records, and lacks 
an automated process to create federal records from its new email system. If these 
critical issues are not corrected, the agency faces the risk that records needed to 
document the EPA's decisions would not be available. This could potentially 
undermine the public ·s confidence in the transparency of the EPA· s operations 
and ultimately erode the public's trust in the agency's stewardship ofthe nation's 
environmental programs. 

Results of Review 

13-P-0433 

We found no evidence to support that the EPA used, promoted. or encouraged the 
use of private email accounts to circumvent records management responsibilities. 
Furthermore, EPA senior of1icials indicated that they were aware of the agency 
records management policies and, based only on discussions with these senior 
officials, the OIG found no evidence that these individuals had used private or alias 
email to circumvent federal recordkecping responsibilities. We noted that the 
previous EPA Administrator and the subsequent Acting EPA Administrator 
(the Deputy Administrator) each had two EPA email accounts, one imended for 
messages from the public and one for communicating with select senior EPA 
officials. Interviews with selected assistant and regional administrators and records 
management officials disclosed that the practice of assigning personnel access ro 
multiple email accounts is widely practiced within the agency. We found no 
evidence to support that the EPA reprimanded, counseled or took administrative 
actions against personnel for using private and alias email accounts . 

Personnel have access to multiple EPA email accounts for various purposes. 
These include sending out mass email notifications, transmitting or receiving 
documents in support of special projects. or linking the email account to an 
agency publicly available website to provide the public with a method to 

5 
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correspond with the EPA. Each of these additionally assigned email accounts 
could potentially contain federal records or other documents subject to Freedom 
of Informati on Act requests or liti gati on holds. Our audit di sclosed that these 
secondary email accounts pn:sent ri sks to the agency's records management 
efforts if they arc not searched to preserve federal records. 

In addition to needed improve ments over internal controls surrounding secondary 
email accounts, more oversight is needed to strengthen policies and procedures 
regarding the use of private email accounts, processes for training employees and 
contractors on their records management responsib ilities. and practices for 
preserving records when employees depart the agency. The EPA should also ensure 
that it implements a tool to create records directly from its new ema il system. 

The EPA Lacks Records Management Policies and Procedures 
Regarding Private Email Account Usage 

The EPA lacks consistent practices regarding what steps employees shou ld take to 
preserve federal records when they use private email accounts for conducting 
government business. Instead. in October 20 12. in response to increased attention 
brought on the agency due to media artic les and inquires into the E PA records 
retention practices, EPA officials placed an alert on its Intranet advising employees 
the following : 

''Do not to usc any outside mail systems to conduct official Agency 
business. If, during in an emergency, you use a non-EPA email 
system, you are responsible for ensuring that any email records and 
attachments are saved in your offices· reco rdkeeping system:· 

Title 36 CFR Chapter X 11- National Arch ives and Records Administration. 
Part 1236. states that agencies that allow employees to send and receive offic ial 
~lectronic mail messages using a system not operated by the agency must ensure 
that federal records sent or received on such systems are preserved in the 
appropriate agency recordkeeping system. 

The EPA had not deve loped or imp lemented policies or procedures regardin g the 
preservation of email messages sent or received from private email systems. 
While the EPA a lert advises emp loyees not to usc outside email sys tems to 
conduct officia l business, the alert does not instruct employees on the 
management and preservation of emai l messages sent from outside emai l systems 
if it were to occ ur. Senior agency o fficials and office representatives cited rea sons 
why the complete nonuse of persona l electron ic equ ipment (which includes 
computers, mobile devices and email accounts) when the employee is not within 
the office is not practical. 

Senior agency officia ls and office representatives noted as one reason the 
pro liferation of personal mobile devices that are not allowed access to the agency's 
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network. The officials also cited as another reason the increased use of unscheduled 
telework, during which employees unexpectedly worked off site when they did not 
have their assigned government equipment with them . 1 lowever, given these 
growing conc·erns, the EPA had not taken steps to provide employees guidance as 
to when they may usc private electronic equipment-including computers, mobile 
devices and email accounts- to conduct government business . 

Without etTcctivc records management policies and procedures that address 
collecting, maintaining and accessing records created from private email 
accounts, the EPA risks the possibility that agency personnel are not conducting 
government business in a manner consistent with management's desires. The EPA 
also risks the possibility that agency personnel are not capturing potential records 
needed to document agency decisions. 

The EPA Lacks Records Management Training for Private and Alias 
Email Usage 

The EPA lacks internal controls to ensure that personnel are trained on their 
responsibilities for preserving records from private and alias accounts used to 
conduct official government business. As noted. the EPA does not have formal 
guidance on the use of private email accounts and subsequently has not provided 
training in this area. Further, the agency has not conducted training on its existing 
records management policies and procedures, which govern government records 
since 2009. Our discussion with agency representatives raises doubt as to whether 
the EPA will meet the latest requirement to infonn all personnel of their records 
management responsibilities. 

Federal guidance requires training of personnel on their records manag~mcnt 
responsibilities. Specifically: 

• 

• 

NARA states that federal agencies must provide guidance and training to 
all agency personnel on their records management responsibilities, 
including identification of federal records, in all formats and media. 

OMB Circular A-123 reiterates management's responsibility for 
establishing internal control to train personnel to possess the proper 
knowledge and skil ls to perform their assigned duties. OMB Circular 
A-130 requires agencies to train all employees and contractors on their 
federal records management responsibilities. 

• OMB Memorandum M-12- 18, Managing Government Records. requires 
agencies to inform employees of their records management responsibilities 
by December 31, 2014. 

'T'he EPA had not provided records management training to emp loyees and 
contractors in over 3 years. The agency last provided agencywide records 
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management training in fiscal years 2007 and 2009. While the training discussed 
creating records within government email systems. neither of these two training 
courses addressed the usage of private emai I accounts to conduct official 
government business. The training also has not been updated to place emphasis on 
creating records when employees are assigned secondary email accounts. The 
agency plans to incorporate the use of private or secondary email accounts in 
future training courses to fulfill the OMB training requirement to inform 
employees of their records management responsibilities. However the agencv has 
not established a firm date for when it would develop or offer the traini;g co-urse. 

The EPA's NRMP did not establish controls to ensure consistent training of 
records management responsibil ities within the regional and program offices or 
ensure employees with specific NRPM responsibilities took available training. 
We noted that the EPA created an organizational structure for its records 
management program with clearly defined roles and responsibilities. The EPA 
also has training available for agency records officers, liaisons and coordinators. 
However. the agency lacked processes to ensure the structure functioned as 
intended and specialized training was taken when needed. 

According to a program office records liaison officer, the officers re ly upon the 
headquarters NRPM official to provide training for them to use to train their 
personnel. Records liaison officers could not provide records to show how many 
personnel within their offices were trained on records management 
responsibilities in genera l or specifically trained on the office's policy on using 
personnel email accounts when conducting official government business. Our 
interviews also disclosed that the agency relics upon the records liaison officers to 
take additional training to carry out their de legated duties and the agency does not 
monitor whether the records liaison officers took training . 

The lack of consistent records management training increases the risk that agency 
employees neither understand nor fully comply with federal records management 
requirements. This also has led to records management training, when given. 
being delivered in an ad hoc and informa l manner with no measure to ensure the 
information reached the specified target audience . As such. we believe the agency 
has limited assurance that all applicable personnel arc trained on records 
management responsibilities, and raises questions as to whether any provided 
training was delivered in sufficient frequency to ensure personnel could 
appropriately carry out their responsibilities. 

The EPA Lacks Practices for Collecting and Preserving Records for 
Employees Separating From Regional Offices 

The EPA lacks internal controls to ensure that regional offices consistently collect 
and preserve electronic records for separating employees. Our audit disclosed that 
regional offices lacked processes for notifying individuals with records 
management responsibilities about employee separation from the agency, to 
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ensun: that all records were identified before the employee's departure. 
Management at regional ofliccs did not consistently validate that separating 
employees turned over electronic records. This included collecting and preserving 
electronic records in alias email accounts known as •·mail-in accounts ,'' as well as 
files on flash drives and external hard drives. 

EPA Order 311 O.SA and Employee Separation Checklist Form 3110-1 outline the 
agency· s employee separation procedures. The procedures state that management 
is responsible for certifying receipt of items listed on Form 3110-1, which 
includes the identification and transfer of agency records. The proct:dure assigns 
departing employees with responsibility to identify and transfer agency records. 
The procedure also assigns the employee's supervisor and program office records 
manager responsibility to validate the receipt of records through signature. 

Weaknesses within regional separation procedures exist due to the NRMP 
manager not conducting oversight to ensure that federal records procedures were 
fully integrated. Our review disclosed that regional notification procedures for 
departing employees did not allow time to identify and preserve official records. 
We also found that managers with records responsibilities did not consistently 
take steps to validate collection and preservation of records before employee 
departure. For example : 

• Regions lacked internal controls to ensure employee separation checklists 
reached individuals with records management responsibilities in order for 
them to preserve federal records. This included taking steps to have 
employees search for potential records residing within alias email 
accounts the employee manages or on other electronic media devices 
within the employee ' s control. 

• Some employees bypass their supervisor or administrative of1iccr and go 
directly to the regional human resource office to start the separation 
process. As such. individuals tasked with records management 
responsibilities do not know that an employee is departing until the 
employee arrives with the separation checklist for clearance signature . 

• Regional separation checklists did not include an area where regional office 
managers tasked with records management responsibi lities could sign off on 
employee separation forms. Some regional separation checklist forms did 
not include an agency requirement to identify and transfer records. 

• Regional office managers not tasked with records management 
responsibilities were signing off on employee separation forms without 
conducting steps to ensure that collection and preservation of the separating 
employees' electronic records had occurred. One regional human resource 
staff member also stated that they typica lly have to sign off on employee 
clearance forms for employees who depart at the end of the year, when most 
supervisors are taking leave (usc or lose) at holiday time. 
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Without effective employee separation processes that ensure identification and 
col lection of agency records from all electronic media used for collection and 
storage, the EPA risks losing historical records that support its decisions. EPA 
human resource offices arc signing off that agency records were preserved even 
though they were not in a position to know this information . The weaknesses have 
also left regional counse ls with insufficient time to have employees search to 
ensure that all records arc preserved for ligation holds. and wi th the information to 
prompt employees to search for records that may be contained within a lias email 
accounts, flash drives and externa l hard drives. 

The EPA Lacks Tool to Place Email in Its Electronic Content 
Management System for Its New Email System 

The EPA deployed its new email system without the capabi lity to place new email 
system records in its electronic content management system. During its audit, the 
GAO noted that email records retention in the EPA was primarily a print-and-file 
system and noted that the EPA developed an oversight plan and pilot-tested a 
records management survey tool. 

Subsequent to the GAO report. in fiscal year 2009. the EPA declared e lectronic 
content management an agency-level weakness. In its fiscal year 2012 Agency 
Financial Report, the EPA noted that inconsistencies in how electronic content is 
maintained and stored have started to impact critical processes related to 
electronic records management. The EPA cited as part of its correct ive action p lan 
that it would launch two pi lot projects to evaluate tools for eDiscovery and the 
management of email records. 

The EPA implemented its new ema il system without providing a means for agency 
employees to create federa l records in the agency's electronic content management 
system . During the past 4 fisca l years. the EPA has been taking steps to complete 
corrective actions to close out the e lectronic content management agency-level 
weakness by the projected completion date of fiscal year 2013. Based on 
information on the agency·s electronic content management website. employees are 
directed to print and fi le emai l records unti l an electronic content management 
system is in place to store records. However. the website provides no information 
as to when the EPA wou ld provide a solution for creating federal records from its 
new email system. We be lieve tha t the EPA will not be in a position to c lose out 
the agency-level weakness by its projected fiscal year 2013 completion date. 

Agency Actions Prior to Issuance of Final Report 

13-P-0433 

On June 28, 2013, the EPA issued Interim Records Management Po licy 
CIO 2 155.2. This policy states that official agency business should fi rst and 
foremost be done on official EPA information systems (e.g .. email, instant 
messaging, computer work stations , and shared service solutions). The policy 
specifies that the record creator must ensure that any use of a non-governmenta l 
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system docs not affect the preservation of federal records for Federal Records Act 
p-urposes, or the ability to identify and process those records, if requested, under 
the Freedom of information Act or for other official business (e.g., litigation or 
congressional oversight requests.). 

Also. on July 31, 2013, the agency deployed its new mandatory records 
management training for all agency staff, contractors and grantees that have 
access to EPA information systems. The EPA indicated that over 30 percent of 
agency employees have already taken the training. 

Recommendations 

13-P-0433 

We recommend that the assistant administrator and chief information officer, 
Office of Environmental Information: 

1. Develop and implement records management policies and procedures 
regarding the use of private emai I accounts when conducting official 
government business. 

2. Develop internal controls to ensure that all EPA employees and contractors 
complete training on their records management responsibilities . 

3. Develop and implen1ent internal controls to monitor and track completion 
of training for personnel with specific delegated duties and 
responsibilities outlined in the NRMP guidance. 

4. Conduct outreach with all EPA ofticcs to ensure that locally developed 
separation policies and procedures, as well as the associated employee 
separation checklist. includl: records management retention practices 
consistent with agency guidance. This should include ensuring that : 

a. Locations' out-processing procedures contain practices where 
notifications are sent to individuals with records management 
responsibilities in a timely manner to aid in capturing electronic 
records from separating employees. 

b. Locations include steps to have employees search for potential 
records residing within alias email accounts that the employee 
manages or on other electronic media devices \Vi thin the 
employee's control. 

c. Locations have special out-processing procedures that contain a 
method for collecting records from departing employees during 
the holiday season or times of limited staffi ng . 
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d. Locations update their locally developed ou t-processing checklist 
to ensure an area exists for where records managers can note their 
records management certifications as required by agency policy. 

5. Establ ish a revised date fo r w hen the EPA wi ll implement an 
electronic content management too l to capture emai l records within the 
agency's new email system. 

Agency Response and OJG Evaluation 

13-P-0433 

The agency provided a corrective action p lan with milestones to address a ll the 
report recommendations. The agency comp leted corrective ac tions associated 'vvith 
recommendations I and 2 and the OIG co nsiders these recommendat ions closed. 
Recommendations 3, 4 and 5 are considered open with correcti ve actions pending. 

Although the EPA agreed to perfo rm corrective actions fo r our recommendations, 
the agency believed the report did not: 

• Recognize the distinction between secondary accounts used by EPA 
Administrators fo r a specific purpose and secondary emai l accounts used 
for purposes such as sending out mass ema il notifications, transmitting or 
receiving documents in support of spec ia l projects, o r linking the email 
account to an agency publicly ava il able website to provide the public with a 
method to correspond with the EPA 

• Reflect the issuance of the EPA Interim Records Management Po licy 
C IO 2155.2 on June 28. 20 13, which strongly discourages the use of private 
non-EPA email accounts 

Our audit disclosed that the agency uses secondary email accounts simi larly 
thro ughout the EPA. These secondary email accounts can send and rece ive email 
messages as wel I as create records that could be subject to f-' rcedom of In format ion 
Act or liti gation requests. The agency also had not implemented po lici es that make 
distinctions between secondary ema i I accounts used hy senior agcncy o ffi c ial and 
secondary email accounts used for othe r purposes. As such , we made no 
differentiation between these accounts during our audit. Our aud it d isclosed that 
secondary emai I accounts pose ri sks to the agency and the EPA shou ld take steps to 

strengthen the management control structure surrounding these accounts. 

We updated the final report to recognize that the EPA issued its interim records 
management procedure subsequent to the 0 I G issuing its discussion draft report. 
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Status of Recommendations and 
Potential Monetary Benefits 

RECOMMENDATIONS --
Rec. Page 
No. No. Subject 

11 Develop and >mplement records management 
polic1es and procedures regarding the use of 
pnvate email accounts when conducting offiCial 
government bus1ness 

11 Develop 1nternal controls to ensure that all EPA 
employees and contractors complete training on 
their records management responsibilities 

11 Develop and implement internal controls to monitor 
and track completion of training for personnel w1th 
speCific delegated dut1es and respons1bihbes 
outl1ned in the NRMP gu1dance. 

11 Conduct outreach with all EPA offices to ensure 
that locally developed separation poliCies and 
procedures, as well as the assoCiated employee 
separation checklist, mdude records management 
retention prac!Jces consistent with agency 
guidance. ThiS should include ensunng that: 

a Locat1ons' out-proceSSing procedures conta1n 
practices where noti fications are sent to 
IndiVIduals w1th records management 
responsJblhtJes in a timely manner to a1d 1n 
capllunng electronic records from separaMg 
employees. 

b Locations 1nclude steps to have employees 
search for potentJal records res1ding with1n 
alias email accounts that the employee 
manages or on other electromc med1a deVJces 
w1th1n the employees control 

c. Locations have spooal out-process1ng 
procedures that con tam a method for 
collecnng records tram departing employees 
dunng ttle holiday season or t1mes of hm1ted 
staffing. 

d Locat1ons update theu locally developed out· 
processmg checklist to ensure an area ex1sts 
for where records managers can note their 
records management certifications as required 
by agency policy. 

12 Establish a rev1sed date for when the EPA w1ll 
Implement an electron1c CIOn tent management tool 
to capllure email records within the agency's new 
email system. 

0 = recommendauon IS open w1th agreed-to corrective actions pend1ng 
C = recommendation is dosed w1th all agreed-to actions completed 
U =recommendation 1S unresolved wilh resOlution efforts in progress 
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Status' 

c 

c 

0 

0 

0 

Planned 
Completion 

Action Official Date 

Ass1stant Adm>nJstrator and 6/28/13 
Ch1ef Information Officer, 
Office of Environmental 

lnformabon 

Assistant Admimstrator and 7/31/13 
Chief Information Officer, 
Office of Environmental 

Information 

Assistant Administrator and 12/31/13 
Ch1ef lnformabon Officer, 
Office of Environmental 

Information 

Assistant Administrator and 12/31/13 
Ch1ef Information Officer. 
Office of Environmental 

Information 

Assistant Administrator and 12/31 /13 
Ch1ef Information Officer. 
Office of EnVIfonmental 

Information 

POTENTIAL MONETARY 
BENEFITS (in SOOOs) 

Claimed Agreed- ro 
Amount Amount 
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Appendix A 

Agency Response to Draft Report 

August 27, 20 J 3 

MEMORANDUM 

SUBJECT: Response to the Office of Inspector General Draft Report No. OA-FY 13-011 3 
Congressionally Requested Inquiry into the EPA's Use of Private and Alias Emai l 
Accounts. dated July 19,20 13 

FROM: Renee P. Wynn 
Acting Assistant Administrator and Chief Information Officer 

TO: Arthur A. Elkins, Jr. 
Inspector General 

Thank you for the opportunity to respond to the issues and recommendations described in Draft 
Report No. OA-FYlJ-0 113. 

Over the last several months. the agency has undertaken many important actions designed to 
improve the agency's records management and preservation program. Because of the connection 
between these efforts and some of the issues discussed in your draft report. and because we 
believe the report shou ld be evaluated with an understanding of these efforts. I detail the efforts 
below. 

Improved Training on Information Management Rcsponsihilitics 

The EPA has launched a multi-faceted training effort to ensure every employee at the agency 
understands his or her records management responsibilities . First and foremost in the agency's 
training program is mandatory training for all employees of the EPA on records management. On 
July 31.20 13. Deputy Administrator Robert Perciasepe announced the availabi li ty of thi s new 
training, reminding employees that ''records management is the daily responsibi lity of every EPA 
employee.'' The training focuses on the foundations of records management. providing guidance 
on how to identify and preserve Federal records. Less than three weeks aflc.:r the training was 
announced - and more than a month before the training must be completed on September 30. 
2013 - over 30% of agency employees have already taken the training. 

[n addition to training for all employees. the EPA is working with the Department of Justice's 
Office of Information Pol icy on in-depth training for the agency's Freedom oflnformation Act 
(FOlA) professionals. The Office of Information Pol icy is the office within the Department of 
Justice that devel ops guidance for Executive Branch agencies on our responsibilities under 
FOIA, and is understood by government and non-government organizations alike as the 
government's foremost FOIA experts. The EPA is excited to welcome DOJ for thi s training. 
which the agency expects to conduct in September 2013. 
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Following up on 2013's Records Management training, the EPA will conduct mandato'>:' training 
for all of our employees on their individual and collective responsib~litics tttl dcr F?IA tn 20 14. 
This training is expected to focus on the requirements ofFOIA; the Importance oft1111ely, . 
accurate responses; and the role every employee plays in the agency's efforts to comply With the 
Act. In addition to these training modules, the EPA has completely overhauled our Records 
intranet site. This site, at http:// intranct.cpa.gov/records. serves as an agency-wide records 
management resource, and provides guidance to employees as well as links to a variety of 
infom1ation law resources . 

Updated Policies For Employee Conduct 

In addition to a renewed focus on training for employees, the EPA has begun the process of 
reviewing, updating, and reissuing agency policies for the effective management of agency 
information resources. First among that effort was a review of the agency's Records Policy, with 
the specific intent of addressing the use of personal email and consolidating our records retention 
schedules to make them easier for staff to usc and more adaptable to electronic records 

management tools. 

In June 2013, the EPA issued its Interim Records Management Policy CI0-2155.2, which 
strongly discourages the use of private non-EPA email accounts, stating that "Official Agency 
business should first and foremost be done on official EPA information systems." Further, the 
Interim Policy goes on to instruct employees on how to manage and preserve email messages 
sent from outside email systems if use of a non-EPA email system were to occur. The Interim 
Policy instructs employees that once the electronic files have been captured in an approved EPA 
records management system, they should be removed from non-EPA information systems, unless 
subject to an obligation to preserve the files in their original location. The EPA initiated the 
process to finalize this policy shortly aflcr issuing in interim form. 

On September 30th, the EPA will issue its first agency-wide Interim FOTA Procedures. The EPA 
expects these procedures will increase consistency and predictability in the processing of FOlA 
requests across the agency's programs and regions. The procedures define key roles and 
responsibilities in the processing of FOIA requests, and detail the basic steps of processing a 
request. from receipt to document collection to production . 

Advanced Technology for :\1anaging Agcncv Information 

·1 he EPA has also embarked on an ambitious ctlort to improve the technology available to 
employees for managing, preserving. and producing agency information. In 20 I 0, the EPA 
established the Electronic Content Subcommittee ofthe Quality and Information Council. (The 
Council was established in 1999, to address enterprise-wide information management issues and 
to develop agency policies to guide the EPA in the areas of information technology and 
information management.) The Electronic Content Subcommittee was established to focus 
particularly on the challenge of creating. preserving, maintaining, and retrieving the range of 
electronic information at the agency. Under the auspices of that Committee, the agency's 
eDiscovery Workgroup led the way in launching an enterprise-wide litigation hold solution 
in October o£2012 . For the first time, the EPA now issues, maintains, tracks. and monitors all 
litigation holds issued to agency employees in a single system. This consolidation helps the 
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agency ensure it is preserving all infonnation subject to a litigation-based preservation 
obligat~on: and increases consistency and efficiency at the same time. The Workgroup has also 
made s1gmficant progress towards the fu ll launch of electronic search and review too ls that wi ll 
be used for more comprehensive and cf'ficient information requests and document productions . 

The agency is also poised to release an "EZ Records" tool to assist employees with their records 
management ob ligations. The EZ Records too l will a llow employees to designate emails as 
reco~ds with just one click of a mouse. increasing the like lihood that employees will preserve 
em ad records as soon as they are created. To he lp encourage use of the tool. in October 20 13. the 
EPA will launch an Agency-wide. mandatory training on how to capture email records using the 
new EPA-developed tools for records preservation. 

Res ponse to th e Draft Report 

The agency has welcomed this evaluation by the Office of Inspector General. The "Agency's 
Response to Report Recommendations" attachment details EPA 's response to each 
recommendation and provides an estimated date or comp letion. [n addition to the responses to 
the Report's specific recommendations. the agency would a lso like to respond to certain aspects 
ofthe narrative portions of the report as we ll. 

Specifically on the use of private, non-E PA email accounts , the report correctly finds that the 
agency has not "promoted or encouraged the use of private' non-governmental' email accounts to 
conduct offic ial government business." In fact. the agency has taken many steps to discourage 
the use of no n-EPA emai l accounts un less necessitated by special circumstances. Since 2009, the 
agency has stated both in its records trai ni ng for senior officials and on its records intranet site 
Frequently Asked Questions that EPA staff generally should not use non-government email 
accounts to conduct official agency business. EPA's records officer provides this informat ion as 
part of the on-boar<.ling process for politica l appo intees and senior officia ls in Headquatters. as 
wel l as consu lts with Records Liaison Officers to provide this information to offic ials located in 
the agency's reg iona l oftice. We be lieve that the report sho uld more clearly recognize these 
previous efforts to provide guidance on this issue. In addition. the report docs not re nect that all 
employees at headquarters receive basic records management training as part of the on boarding 
process. and an.: prov ided information about the extens ive sci f-help section of the Records 
Program i ntranet site . 

The agency believes that the report could he more he lpful for our efforts to improve our records 
management program by making a clearer distinction among th<..: types of email accounts 
addressed in the report. The report uses both "private" and "personal" to describe email accounts 
that are not maintained on an EPA system. We encourage the OIG to use consistent 
nomenclature in the fina l report , to ensure all recipients of the report understand the guidance 
provided. 

We also strongly encourage the OIG to more c learly distinguish between non-EPA emai l 
accounts and "secondary" official epa.gov email accounts. Secondary epa.gov accounts are 
official government accounts that are assigned to an employee to a program within the EPA as 
part of that employee's or programs official government duties. Emails sent to or from these 
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accounts are sent two or from the EPA email system in the same manner and form as an email to 
or from a "primary" account is sent to or from the EPA email system. These accounts are 
different from non-EPA email accounts, and. as such the two may require different actions to 
ensure compliance with an employee's information management responsibilities. 

Additionally, the report also se~ms to connate various types of secondary offtcial epa.gov email 
accounts. There are a variety of uses for secondary accounts that are different from a regular, day 
to day email account of a single employee. Currently. the agency has only identified a need for 
the Administrator or Deputy Administrator to have a secondary account that is specific to her or 
him and that is used as her or his day to day official government email account. These secondary, 
official government accounts permit the Administrator and Deputy Administrator to conduct 
agency business by maintaining a manageable, working email account for daily correspondence 
with staff and other officials, and the EPA's practice of issuing such accounts has been reported 
and documented to the National Archives and Records Administration (NARA) since 2008. This 
practice is appropriate and commonplace within the federal government. The Administrator's 
primary account, which is provided to the public, is rendered impractical because ofthe large 
volume (over l million emails annually) of mail it receives from outside the agency. The EPA 
actively monitors both the primary and secondary accounts, and ensures that all emails to either 
type of account are properly reviewed for preservation under the Federal Records Act and 
produced under the FOIA or other production obligation. The agency strongly believes that the 
final report should more clearly rellect the very limited existence and use of this type of 
secondary official email account. 

The other types of "secondary" accounts discussed in the report are generally not accounts 
assigned to or used by an individual employee for her day to day email communications. These 
accounts are also used for practical purposes, such as sending out mass email notifications, 
transmitting or receiving documents in support of special projects. or linking the email account 
to a publicly available website of the agency to provide the public with a method to correspond 
with the EPA. An example ofthis type of secondary account is the ''contact us" email account for 
the EPA's Sun Wise program. This account is used to answer questions from the public about the 
Sun Wise program and is designated as Sun Wise Staff (sunwise@cpa.gov) . This type of 
secondary account might be more clearly identified as a "group" account or "special purpose" 
account. We strongly believe that the final report should make this distinction. and clarify the 
draft report's conclusion that: "This practice is widely used within the agency and not limited to 
senior officials." My office has no information that indicates the use of "secondary" day to day 
government email accounts, such as the one used by the Administrator and which was the 
subject of the Congressional inquiry, is widely used within the agency. and the draft report does 
not include information to the contraty. 

The use of both types of secondary accounts is authorized and appropriate, therefore, the agency 
has not reprimanded, counseled, or taken administrative actions against personnel using the 
accounts for conducting official government business. Use of secondary accounts does not alter 
or interfere with the preservation requirements under the Federal Records Act or disclosure 
requirements under the Freedom of Information Act and Congressional document requests. 
Further, all agency-issued email accounts. including primary accounts and any type of secondary 
accounts, are subject to the same current agency records policies and procedures for managing 
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records. both created and received on these accounts and arc ~ubject to the current agency 
disclosure policies for responding to information requests. In addition. the report does not 
indicate in the Scope and Methodology section that staff members who manage the 
secondary official government account assigned to the Administrator were consulted during this 
audit. I believe that these individuals may provide valuable additional infom1ation about existing 
practices and procedures for capturing and producing records from these accounts to ensure the 
agency complies with preservation and disclosure requirements. 

Finally, while the agency agrees with many of the recommendations in the report, some ofthe 
recommendations (specifically 3 and 4) go beyond the issue of "Private and Alias" email account 
usage. As you can see from the information detailed above, these recommendations relate to 
issues already identified and actively being addressed by the EPA's Office of Environmental 
Information (OEI). 

Our response to your recommendations is attached. 

We look forward to discussing this report with you and to working with your office to improve 
EPA's records management program. If you have any questions regarding this response, please 
contact John Ellis, Agency Records Officer, of the Office of Information Collection/Collection 
Strategies Division/Records and Content Management Branch on (202) 566-1643. 

Attachment 

cc: Vaughn Noga 
Andrew Battin 
Jeff Wells 
John Moses 
Erin Collard 
John Ellis 
Scott Dockum 
Rrenda Young 
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AGENCY'S R.ESP01 SE TO RECOMMENDATIONS: OIG Report OA-FY 13-113 

No. I Draft Report Recommendation Agency Response Estimated 
Completion by 

I Quarter and FY 
·-

1. Develop and implement rt:conls EPA issued an Interim Records Completed Q3 

management policies and Management Policy CI0-2155.2. FY20 13 

procedures regarding the usc of on June 28, 2013 which strongly 

private email accounts when discourages the use of private 

conducting official government non-EPA email accounts and 

business. (page II) instructs employees on the 
management and preservation of 

I 
email messages sent from outside In progress Q3 
email systems if it were to occur. FY2014 
EPA has initiated a process to I 

I 
finalize Records Management 
Policv Cl0-2155.2 

2. Develop internal controls to EPA developed mandatory In progress- Q4 
ensure that all EPA employees records management training for FY201J 

and contractors complete training all EPA staff, contractors and 

on their records management grantees. The training was 

responsibilities. (page I 1) deployed agencywide July 31, 
20 I J and is to be completed by 

, September 30.2013. 

3. Develop and implement internal Records Liaison Officers are Q\ FY2014 
controls to monitor and track rc.:quircd to obtain the NARA 
completion of training for 1 Certification in Federal Records 
personnel with specific delegated Management. This training is 
duties and responsibilities outlined tracked by NARA and 
in the National Records p~!riodicalfy reported to the 
Management Program (NRMP) Agency Records Officers. 
g uidance. (page I I) Although this recommendation 

does not appear to specifically 
relate to private or secondary 
email accounts. the NRMP will 

1 
request an updated report from 
NARA and follow-up with any 
RLO that has not received the 
certification. Non compliance 
will be reponed to the 

I management for appropriate 

I action. I 

, 4. Conduct outreach with all EPA EPA's National Records Ql FY 2014 
offices to ensure that locally Management Program, via the 
developed separation policies and Quality and Information Council's I 
procedures, as well as the agency-wide Records Workgroup. 
associated employee separation has been working with OARM to 
checklist, include records develop a consolidated employee 
management retention practices separation and transfer procedure. 
consistent with agency guidance. Although this recommendation 
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This should include ensuring that: does not appear to specificall y 
- - --

relate to private or secondary 
a. Locations' out-processing email accounts. the procedure will 
procedures contain practices include a requ irement that 
where notifications are sent to Records Liaison Officers, Records 
individuals wi th records Contacts and Document Control 
management responsibilities in a Staff are notified 2 weeks in 
timely manner to aid in capturing advance of an employee's 
electronic records from separating separation, when possib le. This 
employees. (page I I) will alert the staff with spec ific 

i records management 
responsibilities to aid separating 
staff in capturing their records. 

4. b. Locations include steps to have EPA 's National Records Ql FY2014 
employees search for potential Management Program , via the 
records residing wi thin alias email Qual ity and Information Council's 
accounts that the employee agency-wide Records Workgroup, 
manages or on other electronic and OARM will include in the 
media devices within the separation process and procedures, 
employee's control. (page I 1) steps to have employees search for 

potential records residi ng within 
the secondary or group email 

i 
accounts that the employee 
manages. A checklist will also be 
provided which will include a ll 
possible locations where records 
(paper and electronic) might be 
fo und. 

4. c. Locat ions have special out- Although thi s recom mendation Ql FY 20 14 
processi ng procedures that contain does not appear to specifically 
a method for collecting records relate to private or seconda ry 
from departing employees during email accounts, the EPA 's 
the holiday season or times of National Records Management 
li mited staffing. (page I I) Program. via the Qual ity and 

Information Council's agency-
wide Records Workgroup. and 
OARM will include in the 
separation procedure safeguards to 
ensure that separating employee 

! information is captured during the 
· holiday season and other times of 

limited staffing. 
4. d. Locations update their locally Although this recommendation Ql FY2014 

developed out-processing does not appear to specifically 
checklist to ensure an area exists rel ate to private or secondary 
for where records managers can email accounts. the EPA ·s 
note their records management National Records Management 
certifications as required by Program and OARM will include 

I 
agency policy. (page 12) in the separation process and 

procedures an out-processing 
checklist to ensure an area exists 
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5. 

No. 

I. 

I 

I 
~ 2. 

I 

I 

I 

. 

Establish a revised date for when 
the EPA will implement an 
electronic content management 
tool to capture email records 
within the agency's new email 
system. (page 12) 

Findings 

The report states that, "the 
previous EPA Administrator and 
current Acting EPA Administrator 
each had two EPA email accounts, 
one intended for messages from 
the public and one for 
communicating with select senior 
officials." (page 5) Further the 
report notes, ··that the practice of 
assigning personnel access to 
multiple email acwunts is widely 
practiced within the agency." 
(page 5) 

The report states that "EPA had 
not developed or implemented 
policies or procedures regarding 
the preservation of email 
messages ~cnt or received from 
private email systems.·· (page 6) 
Further. the report notes that 
[EPA], •· ... does not instruct 
employees on the management 
and preservation of email 
messages sent from outside email 
systems if it were to occur." (page 
6) 

13-P-0433 

In addition to the Lotus Notes 
email records solution, which is 
already developed, an email 
records solution forMS Office 
365 is under development. 

Although thi s recommendation 
does not appear to specifically 
relate to private or secondary 
email accounts, the EPA will 
deploy agency-wide the email 
records solution for both Lotus 
Notes and MS Office 365. 

Agency Explanation/Response 

! This statement does not recognize 
the distinction between secondary 
accounts used by EPA 
Administrators for a specific 

; purpose, and secondary email 
accounts used for purposes such 
as sending out mass email 
notifications, transmitting or 
receiving documents in support of 
spec1al projects. or linking the 
email account to an agency 
publicly available website to 
provide the public with a mdhod 
to correspond with the EPA. 
Please modify the statement to 
reflect the issuance of the EPA 

1 Interim Records Management 

i Pol icy CI0-2155.2. on June 28, 
2013 which strongly discourages 
the usc of private non-EPA email 
accounts and instructs employees 
on the management and 
preservation of email messages 
sent from outside email systems if 
it were to occur. 
EPA has initiated the process to 
finalize EPA Records 
Management Policy CI0-2155.~ 

Q4 FY2013 

Ql FY2014 

Proposed Alternative 

Revise the report to 
recognize this 
distinction. 

-
Revise the report to 
indicate that EPA put 
in place policy and 
procedures and 
training regarding the 
proper management of 
email records sent 
from private accounts. 

In progress Q3 
FY2014 
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At a Glance 
Why We Did This Review 

W. conducted this audit in 
rt~&Ponse to a request by the 
U.S. House of Representatives 
Committee on Science. Space, 
and Technology for information 
about the U.S. Environmental 
Protection Agency's (EPA's) 
practices when using private and 
alias email accounts to conduct 
official business. 

The EPA's records management 
program is managed through the 
agency's National Records 
Management Program. The 
agency's records officer, located 
within the Office of 
Environmental Information, 
1s responsible for leading the 
program in accordance with EPA 
policy, procedures, and federal 
statutes and regulations. 

This report addresses the 
following EPA theme: 

• Embracing EPA as a high 
performing organization. 

For further information, 
contact our public affairs 
office at (202) 566-2391. 

The full report is at: 
Www.eH.QOV/Ok!repo_r;tsf2Q1Ji 
20130926-13-P-0433.pdf 

Congressionally Requested Inquiry Into the EPA 's 
Use of Private and Alias Email Accounts 

What We Found 

We found no evidence that the EPA used , promoted or encouraged the use of private 
"non-governmental" email accounts to circumvent records management 
responsibi lities or reprimanded, counseled or took administra tive actions against 
personnel for using private emai l or alias accounts for conducting official government 
bus1ness. EPA senior officials said they were aware of the agency records 
management policies and, based only on discussions with these senior officials , the 
OIG found no evidence that these individuals had used private email to circumvent 
federa l recordkeeping responsibilities. 

The previous EPA Administrator and the then Acting EPA Administrator who followed 
were issued two EPA email accounts. One account was made available to the public 
to communicate with the EPA Administrator and the other was used to communicate 
internally with EPA personnel This was the common practice for previous 
Admin istrators . The practice is widely used within the agency and is not limited to 
senior EPA officials. These secondary EPA email accounts present risks to records 
management efforts if they are not searched to preserve federal records. 

The agency recognizes it is not practical to complete ly eliminate the use of private 
email accounts. However. the agency had not provided guidance on preserving 
records from private emai l accounts. The EPA has not implemented oversigh t 
processes to ensure locations provide consistent and regular training on records 
management responsibilities, and employees complete available train ing on their 
delegated National Records Management Program duties . Inconsistencies in 
employee out-processing procedures pose risks that federa l records are not identified 
and preserved before an employee departs the agency. EPA also lacks an automated 
tool to create federal records from its new email system. 

Recommendations and Planned Agency Corrective Actions 

We recommend that the assistant administrator for the Off1ce of Environmental 
Information develop and implement oversight processes to update agency guidance 
on the use of private email accounts, train employees and contractors on records 
management responsibilit ies. strengthen relationships between federal records 
preservation and employee out processing, and deliver a system to create federal 
records from the new system. The EPA concurred with many of our 
recommendations bu t did ask that we clarify aspects of two findings. The agency has 
either completed recom mended actions or plans to take corrective actions to address 
our find ings. 

Noteworth Achievements 

EPA created a records policy to provide guidance to personnel regarding roles and 
responsibilities for records management. In fiscal year 2009. the EPA declared 
electronic content management an agency-level weakness. In its fiscal year 2012 
Agency Financial Report , the EPA cited as part of its corrective action plan that it 
launched two pilot projects to evaluate tools for eDiscovery and the management of 
email records . Over the past 4 years, the EPA has taken various actions to close out 
this agency-level weakness . 



MEMORANDUM 

UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 
WASH INGTON DC. 20460 

September 26, 20 13 

SUBJECT: Congressionally Requested Inquiry Into the EPA's Use of 
Private and Alias Email Accounts 
Report No. 13-P-0433 

/)-;/, 'l <;J;j/ .. f 
FROM: Arthur A. Elkins Jr. ~ (). PJ.-~ 

THE INSPECTOR GENERAL 

TO: Renee Wynn. Acting Assistant Administrator and Chieflnformation Officer 
Office of Environmental Information 

This is our report on the subject audit conducted by the Office of Inspector General (OIG) of the 
U.S. Environmental Protection Agency (EPA). This report contains findings that describe the problems 
the OJG identified and the corrective actions the OIG recommends. This report represents the opinion of 
the 0 I G and does not necessarily represent the fi na I EPA position. 

Action Required 

The EP i\ agreed with all five of our recommendations. The agency completed agreed-upon corrective 
actions associated with recommendations 1 and 2 and the OIG considers these recommendations closed. 
Recommendations 3 through 5 an: considered open with agreed-upon corrective actions pending. 
We accept EPA· s response and planned corrective actions and no further response is needed. 

If you or your staff have any questions regarding this report , please contact Richard Eyermann, the acting 
assistant inspector general for the Office of Audit. at (202) 566-0565 or eycrmann.richard@epa. gov; or 
Rudolph Brevard, dir~.:ctor for Information Resources Management Audits, at (202) 566-0893 or 
brevarcJ..rugv'ii.epa . .&_QY.· 
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Purpose 

Chapter 1 
Introduction 

We conducted this audit in response to a U.S. House of Representatives 
Committee on Science, Space, and Technology request for information about 
whether the U.S. Environmental Protection Agency (EPA) follows app licable 
laws and regulations when using private and al ias emai l accounts to conduct 
official business. Specifically, in response to the committee's request, the Office 
of the Inspector General (OIG) sought to determine whether the EPA: 

• Promoted or encouraged the use of private or al ias email accounts to 
conduct ofticial government business. 

• Reprimanded, counseled, or took administrative actions against any 
employees using private or alias email accounts. 

• Established and implemented email records management policies and 
procedures for collecting, maintaining and accessing records created from 
any private or alias email accounts. 

• Provided adequate training to employees concern ing the use of private or 
alias email accounts to conduct offic ial government business . 

• Established and implemented oversight processes to ensure employees 
comply with federal records management requ irements pertaining to 
electron ic records from private or alias email accounts . 

Background 

13-P-0433 

National Archives and Records Administration 

The National Archives and Records Adm in istration (NARA) is responsible for 
oversee ing agencies' adequacy of documentation and records disposition 
programs and practices. NARA issues regulations and provides guidance and 
assistance to federal agencies on ensuring adequate and proper documentation of 
the organization, functions, po licies, decision , procedures and essential 
transactions of the federal government: and ensuring proper records disposition. 
including standards for improving the management of records. 

Private and Alias Email 

Private email accounts for the purposes of this review are defi ned as any 
non- '' .gov" email addresses used to conduct EPA business. Al ias email is defined 
as a secondary ·'epa.gov'' account used to conduct EPA business. EPA stated that 



alias emai! acc~unts have been ust:d by prior EPA Administrators given the large 
vo lume of cmalls sent to their public EPA accounts. 

Agency Record Management 

The EPA manages its official records through its National Records Management 
Program (NRMP). The Office of Informat ion Collection within the EPA's Office 
of Envi ronmental fnforma tion oversees the NRMP. The agency records officer is 
responsible for leading the NRMP in accordance with the EPA policy, 
procedures, and federal statutes and regu lations. The agency records management 
program lists the following as the agency records officer's responsibil ities: 

• 
• 

• 

• 
• 

Developing an overal l records management strategy . 

Producing and updating EPA records management policies, procedures, 
standards and guidance. 

Cooperating with other units in developing policies and guidance on the 
application of technology to records management. 
Conducting specia lized briefings on records management. 
Assisting records programs across the agency with advice and technical 
expertise. 

Noteworthy Achievements 
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The EPA took steps to improve its records management practices. For example, 
the EPA created a records policy to provide guidance to personnel on the roles 
and responsibilities pertaining to records management. In addition. in fiscal year 
2009. the EPA declared elect ronic content management an agency-level 
weakness. In its fisca l year 2012 Agency Financial Report. the EPA stated that it 
has either completed or initiated the following corrective actions to address this 
agency-level weakness: 

• Established a new Quality Information Council Electronic Content 
Subcommittee. 

• Developed a charter for the subcommittee. 
• Established two enterprise-wide workgroups under the subcommittee. 
• Developed interim procedures to address the storage and preservation of 

e lectronically stored information. 
• Launched two pi lot projects to eval uate tools for eDiscovery and the 

management of ema il records. The results of the pilot projects will be used to 
inform the subcommittee's decisions on future policy or tool implementation. 

The agency has also stated that it wi ll develop a validation strategy to assess the 
effectiveness of various activities undertaken to redress the identified weakness. 
The va lidation strategy will consist of processes that allow the agency to review 
and determine whether policies and too ls are being implemented and utilized. 

2 



Scope and Methodology 
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We conducted this audit from December 2012 to June 2013. We performed this 
audit in accordance with general ly accepted government auditing standards . 
Those standards require that we plan and perform the audit to obtain sufficient 
and appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on the audit o~jectivcs. 

To obtain a broad understanding of EPA officials records management 
responsibilities, we reviewed agency records management policies and procedures; 
the Code of Federa l Regulations (CFR) in 36 CFR Chapter XII - National Archives 
and Records Administration; Office and Management Budget (OMB) Circular 
A-t 23 , Management 's Responsibilities for Internal Control; and OMB Circular 
A-130, Management of Federal Information Resources. 

We met with the then Acting EPA Administrator (currently the Deputy 
Administrator), staff and officials from the Office of the Administrator, officials 
from the Office of General Counsel, and appointed or acting assistant and 
regional administrators from the following program and regional offices, to gather 
an understanding of their background and experience with federal records 
requirements: 

• Office of Environmental Information 
• Office of Air and Radiation 
• Office of International and Tribal Affairs 
• Office of Research and Development 
• Office of Chemical Safety and Pollution Prevention 
• Region 2, New York. Nt~w York 
• Region 3, Philadelphia, Pennsylvania 
• Region 6. Dallas. Texas 
• Region 8. Denver. Colorado 
• Region 9. San Francisco. California 

We met with offices' information management officers, senior information 
officials. regional records officers, records liaison officers, email administrators. 
human resource directors, and Freedom of Information Act officers responsible 
for impkmenting and t:omply ing with the EPA federal records guidance. We also 
met with the EPA representative responsible for the direct oversight of the 
agency 's NRMP regarding that oversight and to obtain an understanding of the 
implemented internal controls around EPA's ability to maintain electronic records 
and other records management practices. 

We also met with the fom1er Region 8 regional administrator to gain his 
perspective on what EPA could do to strengthen its electronic records 
management practices. We requested interviews with the most recent former 
EPA Administrator and genera l counsel to gain their perspective on the agency's 
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records management practices. We did not receive a response from these two 
former employees on our requests for interviews. 

We fol lowed up on the status of recommendations made by the U.S. Government 
Accountahility Oftice (GAO) in its report National Archives and Selected 
Agencies Need to Strengthen Ema;t lvfanagement (GA0-08-742), issued 
June 2008. The report recommended that the EP!\ : 

• Revise the agency's po licies to ensure that they appropriately reflec t 
NARA · s requirement on instructing staff on the management and 
preservation of ema il messages sent or received from nongovernmental 
email systems. 

• Develop and apply oversight practices, such as reviews and monitoring of 
records management training and practices, that are adequate to ensure 
that policies are effective and staff are adequately trained and 
implementing pol icies appropriately. 

The GAO noted that the EPA was in the process of improving the implementation 
of its electronic content manageme nt system in order to collect federal records 
with in the agency's email system. 
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Chapter 2 
The EPA's Use of Private and Alias Email Accounts 

The EPA lacks internal controls to ensure the identification and preservation of 
records when using private and alias email accounts for conducting government 
business. The agency Jacks controls to ensure agency employees and contractors 
are trained on the records management responsibilities and a process to create 
records from its new email system. Federal guidance issued by NARA requires 
agencies to appropriately identify and preserve r~cords for its decisions. Federal 
guidance also specifics records management training requirements as well as the 
requirements when using automated systems to preserve email records. The 
weaknesses noted occurred because the EPA had not created records management 
policies and procedures for private email account usage, and had not conducted 
oversight to ensure employees and contractors were provided consistent and 
regular training on records management responsibilities. Further, the EPA lacks 
controls to ensure out-processing procedures identify potential records, and lacks 
an automated process to create federa l records from its new email system. If these 
critical issues arc not corrected, the agency faces the risk that records needed to 
document the EPA's decisions would not be available . This could potentially 
undermine the public 's confidence in the transparency ofthe EPA's operations 
and ultimately erode the public 's trust in the agency's stewardship of the nation 's 
environmental programs. 

Results of Review 
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We found no evidence to support that the EPA used, promoted. or encouraged the 
use of private emai l accounts to circumvent records management responsibilities. 
Furthermore, EPA senior officials indicated that they were aware of the agency 
records management policies and. based only on discussions with these senior 
officials, the OIG found no evidence that these individuals had used private or alias 
email to circumvent federal rccordkeeping responsibilities. We noted that the 
previous EPA Administrator and the subsequent Acting EPA Administrator 
(the Deputy Admin istrator) each had two EPA email accounts. one intended for 
messages from the public and one for communicating with select senior EPA 
officials. Interviews with selected assistant and regional administrators and records 
management officials disclosed that the practice of assigning personnel access to 
multiple email accounts is widely practiced within the agency. We found no 
evidence to support that the EPA reprimanded , counseled or took administrative 
actions against personnel for using private and alias email accounts. 

Personnel have access to multiple EPA email accounts for various purposes. 
These include sending out mass email notifications, transmitting or receiving 
documents in support of special projects. or linking the emai l account to an 
agency public ly available website to provide the public with a method to 
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correspond with the EPA. Each of these additionally assigned email accounts 
could potentially contai n federal records or other documents subject to Freedom 
ofinformation Act requests or litigation holds. Our audit disclosed that these 
s~cond~ry email accounts present risks to the agency's records management 
efforts 1 f they are not searched to preserve federal records. 

ln addition to needed improvements over internal controls surrounding secondary 
email accounts , more oversight is needed to strengthen policies and procedures 
regarding the use of private email accounts, processes for training employees and 
contractors on their records management responsibilities. and practices for 
preserving records when employees depart the agency. The EPA should also ensure 
that it implements a tool to create records directly from its new email system. 

The EPA Lacks Records Management Policies and Procedures 
Regarding Private Email Account Usage 

The EPA lacks consistent practices regarding what steps employees should take to 
preserve federal records when they usc private email accounts for conducting 
government business. Instead, in October 20 12, in response to increased attention 
brought on the agency due to med ia articles and inquires into the EPA records 
retention practices, EPA officials p laced an a lert on its Intranet advising employees 
the following: 

·'Do not to use any outside mai l systems to conduct official Agency 
business. If, during in an emergency, you use a non-EPA email 
system. you arc responsible for ensuring that any email records and 
attachments are saved in your offices· recordkeeping system.'' 

Title 36 CFR Chapter XII - National Archives and Records Administration. 
Part 1236, states that agencies that allow employees to send and receive official 
electronic mail messages using a system not operated by the agency must ensure 
that federal records sent or received on such systems are preserved in the 
appropriate agency recordkeeping system. 

The EPA had not developed or implemented policies or procedures regarding the 
preservation of email messages sent or received from private email systems. 
Wh ile the EPA alert advises employees not to use outside email systems to 
conduct official business, the alert docs not instruct employees on the 
management and preservation of email messages sent from outside email systems 
if it were to occur. Senior agency officials and office representatives cited reasons 
why the complete nonuse of personal electronic equipment (which inc ludes 
computers. mobile devices and email accounts) when the employee is not with in 
the office is not practical. 

Senior agency officials and office representatives noted as one reason the 
proliferation of personal mobile devices that are not allowed access to the agency's 
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network. The officials also cited as another reason the increased use of unscheduled 
telework, during which employees unexpectedly worked off site when they did not 
have their assigned government equipment with them. However, given these 
growing concerns, the EPA had not taken steps to provide employees guidance .as 
to when they may use private e lectronic equipment-including computers, mobde 
devices and email accounts- to conduct government business. 

Without effective records management policies and procedures that address 
collecting, maintaining and accessing records created from private email 
accounts, the EPA risks the possibility that agency personnel are not conducting 
government business in a manner consistent with management's desires. The EPA 
also risks the possibility that agency personnel are not capturing potential records 
needed to document agency decisions. 

The EPA Lacks Records Management Training for Private and Alias 
Email Usage 

The EPA lacks internal contro ls to ensure that personnel are trained on their 
responsibilities for preserving records from private and alias accounts used to 
conduct official government business. As noted, the EPA does not have formal 
guidance on the usc of private emai l accounts and subsequently has not provided 
training in this area. Further, the agency has not conducted training on its existing 
records management policies and procedures, which govern govemment records 
since 2009. Our discussion with agency representatives raises doubt as to whether 
the EPA will meet the latest requirement to inform all personnel of their records 
management responsibilities. 

Fed.:ral guidance requires training of personnel on their records management 
responsibilities. Specifically: 

• NARA states that kderal agencies must provide guidance and training to 
all agency personnel on their records management responsibilities , 
including identification of federal records. in all formats and media. 

• OMB Circular A-12'"' reiterates management's responsibility for 
establishing intemal control to train personnel to possess the proper 
knowledge and skills to perform their assigned duties. OMB Circular 
A-130 requires agencies to train all employees and contractors on their 
federal records management responsibilities. 

• OMB Memorandum M-12-18, Managing Government Records, requires 
agencies to inform employees of their records management responsibilities 
by December 3 L 2014. 

The EPA had not provided records management training to employees and 
contractors in over 3 years. The agency last provided agencywide records 

7 



13-P-0433 

manage ment training in fiscal years 2007 and 2009. While the trai ni ng discussed 
creating records within government email systems, neither of these two traini ng 
courses addressed the usage of pri vate ema il accounts to conduct offic ia l 
government business. The training a lso has not been updated to place emphasis on 
creating records when employees are assigned secondary ema il acco unts. The 
agency plans to incorporate the use of private or secondary email accounts in 
future training courses to fu lfill the OMB tra in ing requirement to inform 
employees of their records management responsibil iti es. However the agencv has 
not established a firm date for when it would deve lop or offer the trai ning c;urse. 

The EPA's NRMP did not establish contro ls to ensure consistent training of 
records management responsibilities within the regional and program offices or 
ensure employees with spec ific NRPM responsibilities took avai lable training. 
We noted that the EPA created an organizationa l structure for its records 
management program with clearly defined roles and responsibilities. The EPA 
also has training available for agency records officers, liaisons and coordinators . 
However, the agency lacked processes to ensure the structure functioned as 
intended and specia lized training was taken when needed. 

According to a program office records liai son officer, the officers re ly upon the 
headq uarters N RPM official to provide training for them to use to train their 
person ne l. Records liaison offi cers could not provide records to show how many 
personne l within their offices were trained on records management 
respons ibilities in general or specifically tra ined on the office ·s policy on using 
personnel email accounts when conducting official government business. Our 
intcrv icws also disclosed that the agency relics upon the records liaison officers to 
take additional training to carry out their delegated duties and the agency does not 
monitor whether the record s lia ison officers took training. 

The: lack of consistent records management tra ining increases the risk that agency 
employees neither understand nor ful ly compl y with federal records management 
requirements. Thi.s also has led to records management training, when given, 
being delivered in an ad hoc and informal manner with no measure to ensure the 
information reached the spec ified target aud ience. As such, we believe the agency 
has limited assurance that all applicable personnel are trained on records 
management responsibilities. and raises questions as to whether any provided 
training was de livered in sufficient frequency to ensure personnel could 
appropriately carry out their responsibilities . 

The EPA Lacks Practices for Collecting and Preserving Records for 
Employees Separating From Regional Offices 

The EPA lacks internal controls to ensure that regi onal offices cons istently collect 
and preserve electronic records for separating employees. Our audit disclosed that 
regiona l offices lacked processes for notifying individuals with records 
management responsibilities about employee separation from the agency. to 
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ensure that all records were identified before the employee's departure . 
Management at regional offices did not consistently validate that separating 
employees turned over electronic records. This included collecting and preserving 
electronic records in alias email accounts known as "mail-in accounts,'· as well as 

files on flash drives and external hard drives. 

EPA Order 311 O.SA and Employee Separation Checklist Form 3110-1 outline the 
agency's employee separation procedures. The procedures state that management 
is responsible for certifying receipt of items listed on Form 3110-1, which 
includes the identification and transfer of agency records. The procedure assigns 
departing employees with responsibility to identify and transfer agency records . 
The procedure also assigns the employee's supervisor and program office records 
manager responsibility to validate the receipt of records through signature. 

Weaknesses within regional separation procedures exist due to the NRMP 
manager not conducting oversight to ensure that federal records procedures were 
fully integrated . Our review disclosed that regional notification procedures for 
departing employees did not allow time to identify and preserve official records. 
We also found that managers with records responsibilities did not consistently 
take steps to validate collection and preservation of records before employee 
departure . For example : 

• Regions lacked internal controls to ensure employee separation checklists 
reached individuals with records management responsibilities in order for 
them to preserve federal records. This included taking steps to have 
employees search for potential records residing within alias email 
accounts the employee manages or on other electronic media devices 
within the employee's control. 

• Some employees bypass their supervisor or administrative officer and go 
directly to the regional human resource office to start the separation 
process. As such. individuals tasked with records management 
responsibilities do not know that an employee is departing until the 
employee arrives with the separation checklist for clearance signature. 

• Regional separation checklists did not include an area where regional office 
managers tasked with records management responsibilities could sign off on 
employee separation forms. Some regional separation checklist fom1s did 
not include an agency requirement to identify and transfer records . 

• Regional office managers not tasked with records management 
responsibilities were signing off on employee separation forms without 
conducting steps to ensure that collection and preservation of the separating 
employees ' electronic records had occurred. One regional human resource 
staff member also staled that they typically have to sign off on employee 
clearance forms for employees who depart at the end of the year, when most 
supervisors are taking leave (use or lose) at holiday time. 
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Without effective employt:c st:paration processes that ensure identification and 
collect ion of agency records from all ekctronic media used for collection and 
storage, the EPA risks losing historical records that support its decisions. EPA 
human resource offices are signing off that agency records were preserved even 
though they were not in a position to know this information. The weaknesses have 
also left regional counsels with insufficient time to have employees search to 
ensure that all records are preserved for ligation holds, and wi th the information to 
prompt employees to search for records that may be contained within a lias email 
accounts, flash drives and external hard dr ives. 

The EPA Lacks Tool to Place Email in Its Electronic Content 
Management System for Its New Email System 

The EPA deployed its new email system without the capability to place new email 
system records in its electronic content management system. During its audit, the 
GAO noted that email records re tention in the EPA was primari ly a print-and-file 
system and noted that the EPA developed an oversight plan and pi lot-tested a 
records management survey tool. 

Subsequent to the GAO report, in fiscal year 2009, the EPA declared electronic 
content management an agency-level weakness. In its fiscal year 2012 Agency 
Financial Report. the EPA noted that inconsistencies in how electronic content is 
maintained and stored have started to impact critical processes related to 
t:lectronic records management. The EPA cited as part of its corrective action plan 
that it would launch two pi lot projects to evaluate tools for eDiscovery and the 
management of email records. 

The EPA implemented its new email system without providing a means for agency 
employees to create federal records in the agcncy·s electronic content management 
ystem. During the past 4 fiscal years, the EPA has been taking steps to complete 

corrective actions to close oul the electronic content management agency-level 
weakness by the projected completion date of fiscal year 20 I 3. Based on 
information on the agency's e lectronic content management website. employees are 
directed to print and file email records until an electronic content management 
system is in place to store records. However. the website provides no information 
as to when the EPA would provide a so lution for creating federa l records from its 
new email system. We believe that the EPA will not be in a position to close out 
the agency-level weakness by its projected fiscal year 2013 completion date. 

Agency Actions Prior to Issuance of Final Report 

13-P-0433 

On June 28, 2013, the EPA issued Interim Records Management Po licy 
CIO 2155.2. This policy states that officia l agency business shou ld first and 
foremost be done on official EPA information systems (e .g .. email, instant 
messaging, computer work stations, and shared service solutions). The policy 
specifies that the record creator must ensure that any usc of a non-governmental 
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system does not affect the preservation of federal records for Federal Records Act 
purposes. or the ability to identify and process those records, if requested, under 
the Freedom of Information Act or for otherofficial business (e.g., litigation or 
congressional oversight requests.). 

A I so, on .July 3 I, 2013, the agency deployed its new mandatory records 
management training for all agency staff, contractors and grantees tha t have 
access to EPA information systems. The EPA indicated that over 30 percent of 
agency employees have already taken the training. 

Recommendations 

13-P-0433 

We recommend that the ass istant administrator and chief information officer. 
Office of Environmental Information : 

1. Develop and implement records management policies and procedures 
regarding the use of private email accounts when conducting official 
government business. 

2. Develop internal controls to ensure that all EPA employees and contractors 
complete training on their records management responsibiliti es. 

3. Develop and implement internal controls to monitor and track completion 
of training for personnel with specific delegated duties and 
responsibilities outlined in the NRMP guidance. 

4. Conduct outreach with all EPA otlices to ensure that locally developed 
separation policies and procedures, as well as the associated employee 
separation checklist, include records management retention practices 
consistent with agency guidance. This shou ld include ensuring that: 

a. Locations' out-processing procedures contain practices where 
notifications arc sent to individuals with records management 
responsibilities in a timely manner to aid in capturing electronic 
records from separating employees. 

b. Locations include steps to have employees search for potential 
records residing within alias email accounts that the employee 
manages or on other electronic media devices within the 
employee· s control. 

c. Locations have special out-processing procedures that contain a 
method for collecting records from departing employees during 
the holiday season or times of limited staffing. 
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d. Locat ions update their loca lly developed out-processing checklist 
to ensure an area ex ists for where records managers can note the ir 
records management cert ifications as required by agency policy . 

5. Estab lish a rev ised date for whe n the EPA will im plement an 
elec tronic content management too l to capture email records w ithin the 
agency· s new ema il system. 

Agency Response and OIG Evaluation 
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The agency prov ided a correct ive acti on plan wi th milestones to address all the 
report recommendati ons. The agency completed corrective act ions associated with 
recommendations I and 2 and the O IG considers these recommendati ons c losed. 
Recommendat ions 3. 4 and 5 arc considered open w ith correcti ve actions pend ing. 

Although the EPA agreed to perform corrective actions for our recommendations, 
the agency believed the report di d not: 

• Recognize the dist inction between secondary acco unts used by EPA 
Administrators for a specific purpose and secondary emai l accoun ts used 
fo r purposes such as se nding out mass email notifications, transmitting or 
receiving doc uments in support of spec ia l projects, or li nking the emai l 
account to an agency pub lic ly avai I able webs ite to prov ide the pu blic with a 
method to coiTespond wi th the E PA. 

• Reflect the issuance ofthe EPA Interim Records Management Policy 
C IO 2155 .2 on June 2R. 20 13, which strongly discourages the use ofprivate 
non-EP J\ cmai I accounts 

Our audit disc losed that the agency uses seconda ry emai l accounts s imi larly 
throughout the EPA. These secondary ema il acco unts can send and rece ive email 
messages as we ll as create records that could be subject to Freedom of In formation 
J\ct or lit igation requests . The agency a lso had not implemented pol ic ies that make 
di stinctions between secondary emai l accoun ts used by senior agency official and 
secondary email accounts used fo r other purposes. As such, we made no 
di fferen tiation between these acco unts during our audit. Our audi t di c losed that 
secondary email acco unts pose risks to the agency and the EPA shou ld take steps to 
strengthen the management control structure suiToLmding these accounts. 

We updated the fina l report to recognize that the EPA issued its interim records 
management procedure subsequent to the O lG issuing its discuss ion draft report. 
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Status of Recommendations and 
Potential Monetary Benefits 

RECOMMENDATIONS 

Planned 
Rec. Page Completion 
No. No. Subject Status ' Action Official Date 

11 Develop and implement records management c Assistant Administrator and 6/28/13 
polioes and procedures regarding the use of Chief Information Officer, 
pnvate email accounts when conducbng offioal Office of Environmental 
government business. Information 

11 Develop Internal conlrols to ensure that all EPA c Assistant Adminrstrator and 7/31/13 
employees and contractors complete tratnmg on Chief Information Officer, 
thelf records management responsibilities. Office of Environmental 

In formation 

t1 Develop and implement internal controls to monitor 0 Assistant Administrator and 12/31/13 
and track completion of tram1ng for personnel w1th Ch1ef Information Officer, 
speafic delegated duhes and responsibilities Office of Enwonmental 
outlmed m the NRMP guidance. Information 

11 Conduct outreach w1th all EPA offices to ensure 0 Ass1stant Administrator and 12/31/13 
that locally developed separation polides and Chief Information Officer. 
procedures, as well as the associated employee Office of Environmental 
separation checklist. 1nclude records management Information 
retenbon pracbces consistent w1th agency 
guidance. This should 1nclude ensunng that 

a locauons' out-processmg procedures oontain 
pracbces where notifications are sent to 
indiViduals wrth records management 
responslblhtJes m a t1mely manner to a1d 1n 
captunng electronic records from separattng 
employees 

b Locations 1nclude steps to have employees 
search for potential records resid1ng w1thtn 
al1as ernail accounts that the employee 
manages or on other electronic med1a devices 
withm L~e employee's control 

c Locat1ons have special out-processing 
procedures that contam a method for 
collecting records from dcpartJng employees 
dunng the hof,day season or t1mes of lim1ted 
staffing 

d Locat1ons update their locally developed out-
processmg checkhst to ensure an area ex1sts 
lor where records managers can note thelf 
records management certificahons as reqiJifed 
by agency policy 

5 12 Establrsh a rev1sed date for when the EPA will 0 Assistant Administrator and 12/31113 
Implement an electron~c content management tool Ch1ef Information Officer, 
to capture emarl records within the agency's new Office of Environmental 
ema1l system. lnformat1on 

0 =recommendation 1s open w1th agreed-to corrective actions pending 
C = recommendation is closed w1th all agreed-to actions completed 
U = recommendation is unresolved with resolution efforts 1n progress 
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POTENTIAL MONETARY 
BENEFITS (in $000s) 

Claimed Agreeo-To 
Amount Amount 
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Appendix A 

Agency Response to Draft Report 

August 27. 2013 

MEMORA~DUM 

SUBJECT: Response to the Office of Inspector General Draft Report No. OA-FY 13-0 11 3 
Congressionally Req uested Inquiry into the EPA ·s Use of Private and Alias Email 
Accounts, dated July 19, 2013 

FROM: Renee P. Wynn 

Acting Assistant Administrator and Chief In fo rmation Officer 

TO: Arthur A. Elkins, Jr. 
Inspector General 

Thank you for the opportun ity to respond to the issues and recommendations described in Draft 
Report No. OA-FYI3-0 113. 

Over the last several months. the agency has undertaken many important actions designed to 
improve the agency's records management and preservation program. Because of the connection 
between these efforts and some of the issues di sc ussed in your draft report, and because we 
believe the report should he eval uated with an understanding of these efforts. I detail the efforts 
below. 

Improved Tra ining on Information Management Responsibilities 

The EPA has launched a multi- faceted training effort to ensure every employee at the agency 
understands his or her records management responsibilities. First and foremost in the agency's 
training program is mandatory training for all employees of the EPA on records management. On 
Jul y 31,2013, Deputy Administrator Robct1 Perciasepe announced the availabi lity of this new 
training. reminding employees that "records management is the daily responsibility o f' every EPA 
employee." The traini ng focuses on the founda ti ons of records management, providing guidance 
on how to identify and preserve Federal records. Less than three weeks after the trai ning was 
announced -and more than a month before the training must be comp leted o n September 30. 
2013 - over 30% of agency employees have already taken the tra ining. 

In addition to training for all employees, the EPA is working with the Department of Justice's 
Offi ce of Informati on Po licy on in-depth training for the agency's Freedom of Information Act 
(FOIA) pro fe ssionals . The Oftice of Information Policy is the office within the Department of 
Just ice that develops guidance for Executive Branch agencies on our responsib ilities under 
FOIA, and is understood by government and non-government o rganizations alike as the 
government's foremost FOIA experts. The EPA is excited to welcome DOJ for thi s training. 
which the agency expects to conduct in September 20 13. 
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Following up on 2013's Records Management training: the EPA ~il~ ~~nduct mandata~ training 
for all of our employees on their individual and collecttve responstbtltttes tttl der F<?l A m 20 14. 
This training is expected to focus on the requirements of FOIA: the importance of ttmely, 
accurate responses: and the role every employee plays in the agem:y's efforts to comply with the 
Act. In addition to these training modules, the EPA has complete ly overhauled our Records 
intranet site. This site. at http:// intranet.epa.gov/records. serves as an agency-wide records 
management resource , and provides guidance to employees as well as links to a variety of 

information law resources. 

Updated Policies For Emplovcc Conduct 

In addition to a renewed focus on training for employees, the EPA has begun the process of 
reviewing. updating, and reissuing agency policies for the effective management of agency 
information resources. First among that effort was a review of the agency's Records Policy, with 
the specitie intent of addressing the use of personal emai l and conso lidating our records retention 
schedules to make them easier for staff to use and more adaptable to electronic records 
management tools. 

In June 2013, the EPA issued its Interim Records Management Policy CI0-2155.2, which 
strongly discourages the usc of private non-EPA email accounts. stating that "Official Agency 
business should first and foremost be done on officia l EPA information systems." Further, the 
Interim Policy goes on to instruct employees on how to manage and preserve email messages 
sl!nt from outside email systems if use of a non-EPA email system were to occur. The Interim 
Policy instructs employees that once the electronic files have been captured in an approved EPA 
records management system, they should be removed from non-EPA information systems, unless 
subject to an obligation to preserve the files in their original location. The EPA initiated the 
process to finalize this policy shortly after issuing in interim form . 

On September 30th, the EPA will issue its first agency-wide Interim FOil\ Procedures. The EPA 
expects these procedures will increase consistency and predictability in the processing of FOlA 
requests across the agency's programs and regions. The procedures define key roles and 
responsibilities in the processing of FOIA requests, and detail the basic steps of processing a 
request, from receipt to document collection to production. 

Advanced Tcchnologv for Managing Agcncv Information 

The EPA has also embarked on an ambitious effort to improve the technology available to 
employees for managing, preserving, and producing agency information. In 20 I 0. the EPA 
established the Electronic Content Subcommittee of the Quality and Information Council. (The 
Council was established in I 999, to address enterprise-wide information management issues and 
to develop agency policies to guide the EPA in the areas of information technology and 
information management.) The Electronic Content Subcommittee was established to focus 
particularly on the challenge of creating, preserving, maintaining, and retrieving the range of 
electronic information at the agency. Under the auspices of that Committee, the agency's 
eDiscovery Workgroup led the way in launching an enterprise-wide litigation hold solution 
in October of20 12. For the first time, the EPA now issues, maintains, tracks, and monitors all 
litigation holds issued to agency employees in a single system. This consolidation helps the 

13-P-0433 15 



agency ensure it is preserving all information subjec t to a liti gation-based preservat ion 
obligation, and increases cons istency and efficiency at the same time. The Workgroup has a lso 
made signi ficant progress towards the full launch of electronic search and review tools that will 
be used for more comprehensive and efticie nt inf(mn ati on req uests and document productions. 

The agency is also poised to release an "EZ Records" tool to assist employees with their records 
management obligations. The EZ Records tool w ill al low emp loyees to des ig nate emails as 
records with just one cl ick of a mouse, increasing the likelihood that employees will preserve 
email records as soon as they are created. To help encourage use of the tool, in October 2013, the 
EPA will launch an Agency-wide, mandatory training on how to capture emai l records using the 
new EPA-developed tools for records preservation. 

Response to the Draft Report 

The agency has welcomed this evaluati on by the Office of Inspector General. The "Agency's 
Response to Report Recommendations" attachment detai ls EPA's response to each 
recommendation and provides an estimated date of completion. In addition to the responses to 
the Report's spec ific recommendations, the agency would a lso like to respond to certain aspects 
of the narrative portions of the report as we ll. 

Specifically on the use of private. non-EPA email accounts, the report correctly finds that the 
agency has not "promoted or encouraged the usc of pri vate ' non-governmental' email accounts to 
conduct official government business." In fact, the agency has taken many steps to discourage 
the use of non-EPA email accounts unless necessitated by special circumsta nces. Si nce 2009, the 
agency has stated both in its records training for sen ior officia ls and on its records intranet site 
frequent ly Asked Questions that EPA staff genera lly shou ld not use non-government email 
accounts to conduct official agency business. EPA's records officer provides this in format ion as 
part of thc on-boarding process lor political appointees and senior officials in Headquarters, as 
well as consults with Records Liaison Officers to providi: this information to officials located in 
the agency's regional office . We believe that the report should more c learly recognize these 
previous efforts to provide guidance on this issue . In add ition. the report does not reflect that all 
empl oyees at headquarters receive bas ic records management training as part of the onboarding 
process. and are provided information about the extensive self-help section of the Records 
Program intranet s ite . 

The; agency believes that the report could be more he lpful for our efforts to improve our records 
management program by making a clearer distinction among the types of email accounts 
addressed in the report. The report uses both '' private" and "personal" to describe emai l accounts 
that are not maintained on an EPA system. We encourage the OIG to usc consistent 
nomenclature in the final report. to ensure al l recipients of the report understand the guidance 
provided. 

We also strongly encourage the OIG to more clearly distinguish between non-EPA emai l 
accounts and "secondary" official cpa.gov email accoun ts. Secondary epa.gov accounts arc 
official government accounts that are assigned to an employee to a program wi thin the EPA as 
part of that employee's or programs official government duties. Emails sent to or from these 
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accounts are sent two or from the EPA email system in the same manner and form as an email to 
or from a "primary" account is sent to or from the EPA email system. These accounts arc 
different from non-EPA email accounts, and, as such the two may require different actions to 
ensure compliance with an employee's information management responsibilities. 

Additionally, the report also seems to contlate various types of secondary official epa.gov email 
accounts. There are a variety of uses for secondary accounts that arc different from a regular, day 
to day email account of a single employee. Currently. the agency has only identified a need for 
the Administrator or Deputy Administrator to have a secondary account that is specific to her or 
him and that is used as her or his day to day official government email account. These secondary, 
official government accounts permit the Administrator and Deputy Administrator to conduct 
agency business by maintaining a manageable. working email account for daily correspondence 
with staff and other officials, and the EPA's practice of issuing such accounts has been reported 
and documented to the National Archives and Records Administration (NARA) since 2008. This 
practice is appropriate and commonplace within the federal government. The Administrator's 
primary account, which is provided to the public, is rendered impractical because of the large 
volume (over l million emails annually) of mail it receives from outside the agency . The EPA 
actively monitors both the primary and secondary accounts, and ensures that all emails to either 
type of account are properly reviewed for preservation under the Federal Records Act and 
produced under the FOlA or other production obligation . The agency strongly believes that the 
final report should more clearly reflect the very limited existence and use of this type of 
secondary official email account. 

The other types of "secondary" accounts discussed in the report are generally not acwunts 
assigned to or used by an individual employee for her day to day email communications . These 
accounts are also used for practical purposes. such as sending out mass email notifications. 
transmitting or receiving documents in support of special projects, or linking the email account 
to a publicly available website of the agency to provide the public with a method to correspond 
with the EPA. An example of this type of secondary account is the "contact us" email account for 
the EPA's Sun Wise program. This account is used to answer questions from the public about the 
Sun Wise program and is designated as Sun Wise Staff (sunwise@epa.gov). This type of 
secondary account might he more clearly identified as a "group" account or "special purpose" 
account. We strongly believe that the final report should make this distinction, and clarify the 
draft report's conclusion that: "This practice is widely used within the agency and not limited to 
senior official s ." My office has no information that indicates the use of "secondary" day to day 
government email accounts, such as the one used by the Administrator and which was the 
subject of the Congressional inquiry. is widely used within the agency. and the draft report docs 
not include information to the contrary . 

The use of both types of secondary accounts is authorized and appropriate, therefore, the agency 
has not reprimanded. counseled, or taken administrative actions against personnel using the 
accounts for conducting official government business. Use of secondary accounts does not alter 
or interfere with the preservation requirements under the Federal Records Act or disclosure 
requirements under the Freedom of Information Act and Congressional document requests. 
Further. all agency-issued email accounts. including primary accounts and any type of secondary 
accounts , are subject to the same current agency records policies and procedures for managing 
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records, both created and received on these accounts and arc subject to the current agency 
disclosure policies for responding to information requests. ln addition. the report docs not 
indicate in the Scope and Methodology section that staff members who manage the 
secondary officia l government account ass igned to the Administrator were consulted during this 
audit. I believe that these individuals may provide valuable additional information abo ut existing 
practices and procedures for capturing and producing records from these accounts to ensure the 
agency complies with preservation and disclosure requirements . 

Finally, while the agency agrees with many ofthe recommendations in the report, some of the 
recommendations (specifically 3 and 4) go beyond the issue of "Private and Alias" email account 
usage. As you can see from the infom1ation detailed above. these recommendations relate to 
issues already identified and active ly being addressed by the EPA's Office of Environmental 
Information (OEI). 

Our response to your recommendations is attached. 

We look forward to discussing this report wi th you and to working with your office to improve 
EPA's records management program. If you have any questions regarding this response, please 
contact John Ellis, Agency Records Ofticer, of the Office of Information Collection/Collection 
Strategies Division/Records and Content Management Branch on (202) 566-1643. 

Attachment 

cc : Vaughn Noga 
t\ndrcw Battin 
Jeff Wells 
John Moses 
Erin Collard 
John Ellis 
Scott Dockum 
Brenda Young 
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AGENCY'S RESPONSE TO RECOMMENDATIONS : OIG Report OA-FY13-113 

No. Draft Report Recommendation Agency Response Estimated 
Completion by 

Quarter and FY 

I. Develop and implement records LPA issued an Interim Records Completed Q3 

management policies and Management Policy CJ0-2155.2. FY2013 
I 

I procedures regarding the use of on June 28, 2013 which strongly 

private email accounts when discourages the use of private 

conducting official government non-EPA email accounts and 

business. (page II) instructs employees on the 
management and preservation of 
email messages sent from outside In progress Q3 
email systems if it were to occur. FY2014 
EPA has initiated a process to 
finalize Records Management 
Policy CI0-2155.2 

2. Develop internal controls to EPA developed mandatory In progress - Q4 

ensure that all EPA employees records management training for FY2013 
and contractors complete training all EPA staff, contractors and 
on their records management grantees. The training was 
responsibilities. (page I I) deployed agencywide July 31, 

2013 and is to be completed by 
September 30,2013. 

3. Develop and implement internal Records Liaison Officers are Ql FY2014 
controls to monitor ;md track required to obtain the NARA 
completion of training for Certification in Federal Records 
personnel with spcci fie delegated I Management. This training is 
duties and responsibilities outlined tracked by NAR.i\ <tnd 
in the National Records periodically reported to the 
M<tnagement Program (NRMP) Agency Records Ofticns. 
guidance. (page I 1) Although this recommendation 

docs not appear to speci tically 

I 
relate to private or secondary 
email accounts, the NRMP will 
request an updated report from 
NARt\ and follow-up with any 
R LO that has not received the 
certi tication. Non corn pi iancc 
will be reported to the 
management for appropriate 
action. 

4. Conduct outreach with all EPA EPA's National Records Ql FY 2014 
offices to ensure that locally Management Program, via the 
developed separation policies and Quality and Information Council's 
procedures, as well as the agency-wide Records Workgroup, 
associated employee separation has been working with OARM to 
checklist, include records develop a consolidated employee 
management retention practices separation and transfer procedure. 
consistent with agency guidance. Although thi s recommendation 
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This should include ensuring that: does not appea r to spec ifi cal ly 
relate to private or secondary 

a. Locations ' out-processing email accounts, lhc procedure will 
I procedures conta in practices include a requi rement that I 

where noti ti cations are sent to Records Liaison Officers. Records 
individuals ·with records Contacts and Document Contro l I 

I 
management responsibilities in a Staff are noti fi ed 2 weeks in I 
ti mely manner to aid in capturing advance of an employee 's I 
electronic records from separating separa tion, when possib le. This I 
employees. (page l l) wi ll alert the staff with specific 

records management 
responsibilities to aid separating 
staff in capturing thei r reco rds. 

4. b. Locat ions include steps to have EPA' s National Records Ql FY 20 14 
employees search for potential Management Program, v ia the 
records residi ng within alias email Quality and Information Council's 
accounts that the employee agency-wide Records Workgroup, 
manages or on other electronic and OA RM wi ll include in the 
media devices with in the separation process and procedures, 
employee's control. (page 11) steps to have employees searc h for 

potential records res idi ng within 
the secondary or group emai l 
accounts that the employee 
manages . A checklist will also be 
provided which will inc lude all 
poss ible locati ons where records 

I (paper and electronic) might be I 
found. : 

4. c. Locations have spec ial out- A lthough th is recommendation Ql FY 2014 
process ing proced ures that contain does not appea r to specifically 
a method for collecting records re late to private or secondary 
from departing employees during email accounts, the EPA' s 
the holiday season or times of Nat ional Records Management 
limi ted staffi ng. (page 1 1) Prograrn, via the Quality and 

Information Council's agency-
wide Records Workgroup. and 
OA RM will include in the 
separation procedure safeguards to 
ensure that separating employee 
in fo rmation is captu red during the 
holiday season and other times of 
li mited staffi ng. 

4. d. Locations update their locally Although th is recommendation Q l FY2014 
! developed out-processing does not appear to specifically I 

checkli st to ensure an area exists re late to private or secondary 
for where records managers can : emai I accounts, the EPA· s 
note their records management : National Records Management 
cert ificatio ns as required by ' Program and OARM will include 
agency policy. (page 12) in the separation process and 

procedures an out-process ing 
checklist to ensure an area ex ists 
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I 
I 

I 

I 
I 

I 

5. 

No. 

I. 

2. 

F:stablish a revised date i'or when 
the EPA will implement an 
electronic content management 
tool to capture email records 
within the agency' s new email 
system. (page 12) 

Findings 

·-"'""" 

The report states that, ··the 
previous EPA Administrator and 
current Acting EPA Administrator 
each had two EPA email accounts. 
one intended for messages from 
the public and one for 
communicating with select senior 
officials .. , (page 5) FUiiher the 
report notes, "that the practice of 
assigning personnel access to 
multiple email accounts is widely 
practiced within the agency." 
(page 5) 

Th•~ report states that ' 'EPA had 
not developed or implemented 
policies or procedures regarding 
the preservation of email 
messages sent or received from 
private email systems." (page 6) 
f-urther. the report notes that 
I EPA], ·• ... does not instruct 
employees on the management 
and preservation of email 
messages sent from outside email 
systems if it were to occur.' ' (page 
6) 
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j email records solution, which is 
already developed, an email 
records solution forMS Office 
365 is under development. 

Although this recommendation 
does not appear to speci fie ally 
relate to private or secondary 
email accounts, the EPA will 
deploy agency-wide the email 
records solution for both Lotus 
Notes and MS Of1ice 365. 

Agency Explanation!Response 

This statement does not recognize 
the distinction between secondary 
accounts used by EPA 
Administrators for a specific 
purpose, and secondary email 
accounts used for purposes such 
as sending out mass email 
notifications, transmitting or 
receiving documents in support of 
special projects, or linking the 
emai I account to an agency 
publicly available website to 
provide the public with a method 
to corr~spond wi!h the ~PA ._ 

Please modify the statement to 
reflect the issuance of the EPA 
Interim Records Management 
Policy CI0-2155.2 , on June 28, 
2013 which strongly discourages 
the use of private non-EPA email 
accounts and instructs employees 
onthctnanagementand 
preservation of email messages 
sent from outside email systems if 
it were to occur. 
EPA has ini tiated the process to 
fina lize EPA Records 
Mana~ement Policy CI0-2155 .2 

Q4 FY2013 

Ql FY2014 

Proposed Alterna tive 

Revise the report to 
recognize this 
distinction. 

~ · evtse the report to 
indicate that EPA put 
in place policy and 
procedures and 
training regarding the 
proper management of 
email records sent 
from private accounts. 

In progress Q3 
FY2014 
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Appendix B 

Distribution 

Office of the Administrator 
Assistant Administrator for Envi ronmental Information and Chief Information Officer 
Agency Follow-Up Official (the CFO) 
Agency Follow-Up Coordinator 
General Counsel 
Associate Administrator for Congressiona l and Intergovernmental Relations 
Associate Administrator for External Affairs and Environmental Education 
Principal Deputy Assistant Administrator for Environmental Information 
Director, Office of Information Collect ion. Office of Environmental Information 
Deputy Director. Office of Information Collection. Office of Environmenta l Information 
Audit Fo llow-Up Coordinator, Office Environmental Information 
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